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Preface	

This handbook helps engineers, data scienGsts, and safety pracGGoners begin using the Machine Learning Failure 
Mode and Effects Analysis (ML FMEA) method or deepen their understanding if they are already familiar with it. 
Like the machine learning systems it addresses, the method is best learned through worked examples, so this 
handbook relies on two examples drawn from real engineering projects: an autonomous mobile robot performing 
percepGon-based speed and safety-envelope control, and a humanoid robot performing inspecGon and tote 
retrieval in a manufacturing environment. Appendices provide reference arGfacts, a prepopulated template, raGng 
tables, and a glossary that can be used directly or modified to fit a specific applicaGon. 
 
The introducGon explains why machine learning (ML) systems resist tradiGonal soaware safety analysis and how 
ML FMEA adapts the established Process Failure Mode and Effects Analysis (PFMEA) to close that gap. It frames 
the central idea underlying the method: that machine learning algorithm development should be treated as a 
process rather than as a single model to be tested at the end. 
 
Step Zero is not part of the original 11-step pipeline. The ML FMEA CollaboraGve added both aaer publishing 'The 
ML FMEA in AcGon,' having idenGfied them, through field applicaGon of the method, as a step whose failure modes 
were otherwise going unexamined. Because of that significance, this handbook gives its own chapter, Chapter 3 
for Step Zero, with worked examples showing how the gaps surface in pracGce. The original 11 steps are treated 
together in Chapter 4's step-by-step tutorial, which follows the same guide-word format established by PFMEA. 
 
Chapter 3 covers Step Zero, the scoping acGvity that precedes any data collecGon, explaining how to define what 
the machine learning component is intended to do, how its output influences the encompassing system, and which 
system-level hazards its failure could cause. This foundaGon comes before the method itself for good reason: 
severity cannot be scored without a named system-level effect. 
 
Chapter 4, “How to Do a Basic ML FMEA,” is an in-depth tutorial on performing an ML FMEA, walking through the 
full pipeline step by step. It is useful both for the beginner and for pracGGoners looking to sharpen their analyses, 
and its “Tips and Best PracGces” boxes capture lessons learned from applying the method across mulGple 
organizaGons. 
 
The chapters that follow put the method into pracGce: scoping an analysis before any data is collected, 
construcGng ground truth and feedback signals, tailoring severity, occurrence, and detecGon criteria to ML, 
aligning the resulGng arGfacts with internaGonal safety standards, and applying the method across the automoGve, 
roboGcs, aerospace, and defense industries. A closing chapter reflects on what ML, and safety teams have reported 
aaer using the method together. 
 
Above all, this handbook aims to make the ML FMEA process intuiGve for the people performing it. The framework 
itself is open source, and a living template is maintained by the community so the method can adapt to new 
applicaGons and industries as they emerge. Readers are encouraged to work through problems relevant to their 
own domain along the way. 
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Chapter	1:	Introduction	

Why machine learning breaks tradi3onal safety analysis. The integraGon of machine learning into safety-criGcal 
systems conGnues to accelerate, spanning autonomous vehicles, humanoid robots, medical diagnosGcs, and 
aerospace. This adopGon has outpaced the development of risk assessment methods tailored to the parGcular 
characterisGcs of ML. Unlike convenGonal soaware, in which behavior follows explicit, human-wrifen logic, ML 
systems learn staGsGcal paferns from data. Their behavior is therefore harder to predict, explain, and verify, and 
three properGes in parGcular defeat the assumpGons behind classical analysis. 
 

• Opacity: ML models frequently operate as black boxes, and their decision-making process is difficult to 
inspect. That inspecGon is exactly what verificaGon and validaGon (V&V) in safety-criGcal systems depends 
on. 

• Data Dependence: Model performance is a funcGon of data. When the operaGonal environment differs 
from the training environment, performance can degrade silently and lead to unsafe decisions. Ensuring 
generalizaGon to unseen scenarios is essenGal yet difficult. 

• Probabilis3c, Nondeterminis3c Behavior: TradiGonal verificaGon assumes determinisGc, well-understood 
behavior. The probabilisGc nature of ML, combined with the vastness of possible inputs, conflicts with that 
assumpGon, and standardized V&V methods for ML do not yet exist. 

 
Established safety frameworks such as IEC 61508, ISO 26262, ISO 21448 (Safety of the Intended FuncGonality, or 
SOTIF), ISO/TS 5083, and UL 4600 acknowledge the safety impact of ML components but offer limited prescripGve 
guidance for ML-specific failure modes, if any at all. Newer standards such as ISO/PAS 8800 and ISO/IEC TS 22440 
provide a preliminary structure for arGficial intelligence (AI) risk analysis and even point toward a process-level 
FMEA, but they describe what should be done without prescribing the specific tools to do it. The ML FMEA was 
developed to fill this gap. 
 
Motivating	Incidents	

As with any safety method, the case for the ML FMEA is clearest in light of what goes wrong when learning-enabled 
components are deployed without systemaGc risk analysis. The following examples are representaGve of incidents 
that moGvated the method. 
 

1. In 2018, a pedestrian crossing a road at night while walking beside a bicycle was struck by an autonomous 
vehicle under human supervision.[1] Subsequent high-consequence events involving robotaxis and driver-
assistance systems have occurred since. 

2. In October 2023, a pedestrian thrown into the path of an autonomous vehicle by an adjacent, human-
driven car was dragged approximately 20 feet aaer the vehicle’s post-impact scene was misclassified as a 
side impact and a pullover maneuver was iniGated.[2] The pedestrian was briefly detected by a side 
camera but was not tracked through the maneuver. 
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In each case, the failure did not originate in a single faulty line of code. It originated upstream, in how data was 
requested and collected, how ground truth or reward was constructed, how objecGves were specified, or how the 
deployed model was monitored. TradiGonal analyses that examine the finished model in isolaGon tend to miss 
these contributors. The ML FMEA is designed to surface them. 
 
The	Core	Idea:	Machine	Learning	as	a	Process	

The Process Failure Mode and Effects Analysis (PFMEA) is a proven, widely used method for idenGfying and 
miGgaGng failure modes in processes across the automoGve, defense, medical device, pharmaceuGcal, 
manufacturing, and aerospace industries. A cross-funcGonal team systemaGcally reviews each step of a process, 
idenGfies potenGal failure modes, determines their causes and effects, and rates each by severity, occurrence, and 
detecGon. The product of those three raGngs is a Risk Priority Number (RPN), which is used to prioriGze miGgaGon 
effort. 
 
The central insight of the ML FMEA is to treat machine learning development as a process, the ML pipeline, rather 
than as a single model to be evaluated only on performance metrics. By mapping PFMEA onto the stages of that 
pipeline, each step is examined for the ways it can fail, the causes of those failures, and the best pracGces that 
miGgate them. The approach retains the core principles of PFMEA described above while tailoring the severity, 
occurrence, and detecGon criteria to ML-specific risks such as label noise, dataset dria, incomplete requirements, 
and weak generalizaGon. 
 
Because the method follows the familiar PFMEA flow, it is transparent to experienced safety professionals and 
reviewers, while remaining accessible to ML developers who recognize each pipeline step from their daily work. 
This dual familiarity allows the ML FMEA to serve as a shared language across disciplines that have tradiGonally 
worked in isolaGon. 
 
The	PFMEA	Framework	
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At its core, PFMEA is a structured method for idenGfying and miGgaGng potenGal failure modes in a defined process 
before those failures propagate to the end product or the end user. It decomposes a process into discrete, verb-
plus-noun steps and, for each one, asks what can fail, why, what the effect would be, and how the failure would 
be caught, then rates the answer on severity, occurrence, and detecGon to prioriGze correcGve acGon. Appendix 
D walks through this mechanic in full, including the raGng scales and the worksheet columns, for readers who want 
the complete reference before applying it to ML. 
 
What mafers for the argument here is portability. Because the framework’s concepts, steps, failure modes, causes, 
effects, controls, raGngs, and cross-funcGonal review are process-agnosGc, the same structure has been applied 
unchanged to manufacturing lines, medical procedures, pharmaceuGcal batch processes, aerospace assembly, and 
defense system development. This portability makes PFMEA a natural foundaGon for the ML FMEA: the ML 
development pipeline is a process, and PFMEA is the method one applies to a process. 
 
What	the	Method	Provides	

ML FMEA is built around three foundaGonal elements: 
 

1. A process-oriented ML pipeline that maps the flow of data, models, and decisions from data ingesGon to 
field deployment and feedback. 

2. A role-based ML FMEA template that lets subject-mafer experts from different disciplines idenGfy, 
describe, and score potenGal failure modes in a familiar tabular format. 

3. An open-source toolkit, including a prepopulated template and raGng tables, maintained by the ML FMEA 
CollaboraGve so the method stays current and adaptable. 

 
The method is not a standalone tool. It is intended as a key part of a comprehensive safety management system 
and safety case, producing auditable, repeatable, risk-aware evidence about how a learning-enabled system was 
developed. 
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Chapter	2:	BeneDits	of	the	ML	FMEA	

The ML FMEA does more than assess risk: teams that adopt it also report real gains in how well ML and safety 
disciplines understand one another. Those benefits differ somewhat depending on which side of the table a 
pracGGoner sits, described in turn below. 
 
Bene>its	for	ML	Development	Teams	

• Unified Risk Repository: Holding data and model failure modes in one database, connected to safety 
metrics, gives ML teams visibility they previously lacked and encourages proacGve coordinaGon among 
data engineers, ML scienGsts, and safety assessors. 

• Systema3c Communica3on: The structured template and scoring tables serve as a common language for 
explaining model risk to non-ML safety assessors and auditors, bridging development documentaGon and 
formal safety-case evidence. 

• Efficiency Gains: Well-chosen miGgaGons frequently resolve more than one failure mode at a Gme, cupng 
the total number of fixes a team has to implement and track (Chapter 5 walks through a concrete example). 

 
PracGGoners also requested enhancements: dashboard visualizaGons highlighGng “problem steps,” graph-based 
views of how failure modes propagate across data, model, and deployment stages, and hierarchical handling so 
that component-level FMEAs can nest within the broader pipeline model. 
 
Bene>its	for	Safety	Engineering	Teams	

• Role Clarity: Safety engineers gravitate naturally toward severity assessment, drawing on system-level 
hazard knowledge, while ML developers lead occurrence and detecGon assessment, drawing on pipeline 
knowledge. This division improves both accuracy and efficiency. 

• Communica3on Bridge: The tabular format and shared terminology let safety reviewers probe data 
assumpGons, training procedures, and model limitaGons in a structured, non-adversarial way, fostering 
shared ownership of safety. 

• Conceptual Challenges: The disGncGon between severity, occurrence, and detecGon can blur for 
probabilisGc or adapGve behaviors; calibraGon examples and the refined raGng tables are essenGal for 
consistent interpretaGon. 
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Chapter	3:	Step	Zero,	DeDining	Scope	

When the ML FMEA framework was applied across mulGple projects, teams discovered that a preliminary acGvity 
was needed before Step 1 (Collect Data Requests).[11] In pracGce, three quesGons blocked progress before any 
data was collected: what problem the model was meant to solve, how its performance would be evaluated for 
safety, and which pipeline stages were in or out of scope. To resolve these recurring issues, the method introduced 
Step Zero: Define Scope. Introducing Step Zero fundamentally changed both the quality and efficiency of the 
analysis; teams entered later sessions with a shared understanding of context and consequence rather than 
debaGng terminology and scope. 
 
Step Zero has five acGviGes: clarifying the problem, documenGng the pipeline, establishing a common vocabulary, 
clarifying what “safety” means, and analyzing hazards. The Gme investment is small, oaen a single facilitated 
session, but the clarity it provides benefits the enGre project lifecycle. 
 
Clarifying	the	Problem	

Early workshops oaen assumed the model’s purpose was already understood. In pracGce, vague or evolving 
problem statements led to inconsistent risk assessments and misaligned miGgaGons. Defining the problem first, 
what the model is intended to achieve and how its output influences the encompassing system under given 
operaGng condiGons, proved essenGal. This resembles the “Understand the ObjecGves” phase of ISO/IEC TR 
29119-11 (Soaware and Systems Engineering, Soaware TesGng, Part 11: Guidelines on the TesGng of AI-Based 
Systems) and aligns with governance pracGces in ISO/IEC 42001 and ISO/IEC 23053. Once objecGves are explicit, 
teams can also judge whether ML is the right soluGon at all, or whether a determinisGc, rules-based approach 
would be more transparent and verifiable. 
 
Autonomous Vehicle Example: For the percepGon system on a developmental automated driving system, clarity 
about the operaGonal design domain (ODD) is essenGal. If the model is assumed to detect pedestrians only within 
marked crosswalks, the case of a pedestrian crossing a road at night outside a designated crossing is treated as an 
out-of-scope condiGon rather than an in-scope scenario the system must handle. Failure modes such as 
classificaGon instability under low-illuminaGon condiGons, loss of tracking history when an object is reclassified 
across categories, and absent path predicGon for pedestrian trajectories that do not conform to designated 
crossings are then underrepresented or omifed from analysis. Formal clarificaGon of the ODD, including the range 
of pedestrian behaviors the system is expected to accommodate, the illuminaGon condiGons under which 
detecGon must be reliable, and the persistence of tracked objects across classificaGon changes, enables consistent 
mapping among the percepGon funcGon, its failure modes, and the system-level hazards of collision with a 
vulnerable road user. 
 
Humanoid Robot Example: For a bipedal robot performing balance and locomoGon tasks, clarity about the 
operaGonal state distribuGon under which the control policy is valid is essenGal. If the balance policy is assumed 
to operate on a freestanding robot with an unrestrained head, the case of the robot suspended by a tether during 
tesGng or demonstraGon is not a variaGon of the design condiGon but a departure from it. Failure modes such as 
misinterpretaGon of persistent external forces as a fall condiGon, divergent stabilizaGon commands in the presence 
of unmodeled physical constraints, and execuGon of whole-body policies while the feet are not in contact with the 
ground are then absent from the analysis, because the states under which they arise are absent from the problem 
definiGon. Formal clarificaGon of the operaGonal state distribuGon, including the physical support condiGons the 
policy assumes, the sensor readings consistent with those condiGons, and the states under which the policy must 
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not be executed, grounds severity assessments in the full range of tesGng, demonstraGon, and deployment 
configuraGons the robot will encounter. 
 
Documenting	the	Pipeline	

Teams used the word “pipeline” to mean different things, someGmes only training, someGmes the full lifecycle 
including deployment and feedback. To create a shared reference, teams defined the specific steps of their 
workflow using concise verb-plus-noun phrasing (for example, Collect Data Requests, Validate Data, Train Model). 
This clarified both the value added at each step and the interfaces between roles, and it produced a stable arGfact 
for audits and process improvement, consistent with documentaGon pracGces in ISO/PAS 8800 and ISO/IEC TR 
5469. 
 
Autonomous Vehicle Example: For the percepGon system on a developmental automated driving system, the 
pipeline extends from raw sensor capture through detecGon, classificaGon, tracking, and predicGon, into the 
trajectory planner that acts on the results. When the pipeline is documented only through the classificaGon stage, 
the tracking and predicGon steps become implicit, and the failure of a reclassificaGon event to preserve tracking 
history, the mechanism by which a repeatedly reclassified pedestrian loses her predicted path, has no step to 
afach to in the analysis. Explicit documentaGon of every step-in verb-plus-noun form, from Ingest Sensor Frames 
through Predict Object Trajectories, ensures that inter-step behaviors such as tracking-history persistence across 
classificaGon changes are named as first-class pipeline outputs, and their failure modes are analyzed accordingly. 
 
Humanoid Robot Example: For a bipedal robot performing balance and locomoGon tasks, the pipeline extends 
from state esGmaGon through the control policy that produces joint commands and includes the assumpGons the 
policy embeds about the physical support condiGon of the robot. When the pipeline is documented as running 
end to end from sensor input to joint actuaGon, the implicit precondiGon that the feet are in contact with the 
ground and the head is unrestrained is not represented as a pipeline element and cannot be examined for failure. 
Explicit documentaGon of every step-in verb-plus-noun form, from Es4mate Body State through Command Joint 
Torques, and explicit naming of the precondiGons each step assumes, ensures that violaGons of those 
precondiGons during tesGng, demonstraGon, or deployment surface as analyzable pipeline states rather than 
remaining hidden inside the policy. 
 
Establishing	a	Common	Vocabulary	

Terminology mismatches are a subtle but frequent source of confusion. Terms such as “validaGon,” “tesGng,” and 
“performance” carry different meanings for data scienGsts and safety engineers. CreaGng a shared glossary early, 
linking ML concepts to established safety language from ISO 26262, ISO 21448, and PFMEA, can be one of the most 
effecGve low-cost ways to improve communicaGon and review quality. Defining success metrics and acceptance 
criteria during Step Zero makes later discussions of “good enough” objecGve: miGgaGons can be evaluated against 
explicit goals rather than intuiGon. 
 
Clarifying	“Safety”	

Even the word “safety” carries different meanings by discipline, and reconciling those disparate meanings is central 
to the method. 
 
In the ML research community, safety oaen refers to an algorithm’s ability to saGsfy constraints or remain within 
safe bounds during learning or operaGon, for example, Lyapunov stability, probabilisGc constraint saGsfacGon, or 
bounded risk under distribuGon uncertainty. Here, safety is a property of the learning or control process: an 
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internal guarantee of bounded behavior under explicit mathemaGcal assumpGons, verified through proofs, 
convergence bounds, or empirical validaGon. 
 
In func3onal safety engineering, safety is freedom from unreasonable risk to people or property, as codified in 
IEC 61508, ISO 26262, ISO 21448, ISO/TS 5083, and UL 4600. This view is system-level, emphasizing hazard 
idenGficaGon, risk reducGon, and evidence supporGng assurance arguments. 
 
Algorithmic safety alone is therefore insufficient: a stable, constraint-saGsfying model can sGll contribute to an 
unsafe system if used without appropriate context, redundancy, or supervision. The two interpretaGons are 
bridged by deriving model-level safety properGes from required system-level hazard miGgaGons. 
 
Defining vocabulary early prevents failure modes that result from differing definiGons. At the intersecGon of ML 
and funcGonal safety specifically, terms such as validaGon, verificaGon, reliability, and uncertainty can carry 
markedly different meanings across disciplines. 
 
Analyzing	Hazards	

To esGmate severity, the safety-relevant, system-level effect of each pipeline failure mode must be idenGfied in 
terms of potenGal unsafe behavior of the encompassing system in which the ML component operates. Scoring 
severity likewise requires understanding the ML component’s role in the broader system. Step Zero therefore 
includes a preliminary hazard analysis that explicitly links data-quality issues or model performance degradaGon 
to system-level consequences. The acGvity involves: 
 

1. IdenGfying the safety-criGcal funcGon the ML component performs within the encompassing system. 
2. Determining how the ML component’s outputs are used to make system-level decisions. 
3. Performing a hazard analysis of the encompassing system (for example, FMEA or Systems-TheoreGc 

Process Analysis, STPA) to determine how undesirable ML outputs could lead to system-level hazards (for 
example, a collision). 

 
Autonomous Vehicle Example: For the percepGon system on a developmental automated driving system, the 
system-level hazards derived from vehicle-level hazard analysis include collision with a vulnerable road user, 
unintended lane departure, and unsafe adjacent-lane merging. Each hazard traces to the percepGon funcGon 
whose failure could cause it: unstable classificaGon of a pedestrian crossing outside a designated crossing traces 
to collision with a vulnerable road user; missed or offset subject-lane boundary detecGon traces to unintended 
lane departure; under-criGcal adjacent-lane boundary detecGon traces to unsafe adjacent-lane merging. This 
mapping allows severity in the ML FMEA to be scored against a named system-level effect rather than against the 
model error alone, making the resulGng raGngs defensible in an assessment. 
 
Humanoid Robot Example: For a bipedal robot performing balance and locomoGon tasks, the system-level hazards 
derived from system-level hazard analysis include unintended robot-human contact, unsafe contact forces during 
a fall or recovery, and damage to the operaGng environment. Each hazard traces to the ML funcGon whose failure 
could cause it: false-negaGve detecGon of a parGally occluded human traces to unintended robot-human contact; 
divergent stabilizaGon commands under unmodeled physical constraints trace to unsafe contact forces; execuGon 
of a whole-body policy while the feet are not in contact with the ground traces to environmental damage from 
uncontrolled limb moGon. Tracing each hazard back to its originaGng funcGon keeps severity scoring anchored to 
a system-level consequence rather than to the policy error in isolaGon, and that anchoring is what an assessor 
needs to defend the resulGng raGngs. 
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Re>lections	and	Recommendations	

Explicitly linking ML process failures, incomplete data, labeling errors, model dria, to potenGal unsafe system 
behaviors lets analysts assign severity rankings with greater consistency and defensibility. It also strengthens 
traceability between process-level failures and system-level hazards, allowing the ML FMEA to serve as supporGng 
evidence in broader safety cases and hazard logs. OrganizaGonally, Step Zero has proven to be a unifying step: it 
bridges disciplines, reduces rework, and improves audit readiness. Teams that treat it as the foundaGon for 
rigorous safety analysis, rather than as an administraGve prelude to skip through, tend to get the most out of it. 
 
Tips for an Effec3ve Step Zero 
 

1. Conduct Step Zero as a single facilitated, cross-disciplinary session before any risk scoring begins; align on 
objecGves, assumpGons, and acceptance criteria up front. 

2. State the model’s responsibiliGes and system boundaries explicitly. Most misafributed or overlooked 
hazards trace back to an unstated scope. 

3. Phrase every pipeline step as verb plus noun and define what each step does and does not cover, so failure-
mode ownership is unambiguous. 

4. Build a shared glossary that maps ML terms to ISO 26262, ISO 21448, and PFMEA language; revisit it 
whenever a term causes confusion. 

5. Anchor severity in the encompassing system: for each ML funcGon, name the specific system-level 
hazard(s) its failure could cause. 
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Chapter	4:	How	to	Do	a	Basic	ML	FMEA	

This chapter is a step-by-step tutorial for performing an ML FMEA. It introduces the 13-step ML pipeline, then 
walks through each step’s characterisGc failure modes, their causes, and the best-pracGce miGgaGons that control 
them. Two scoping refinements that experience proved essenGal, Step Zero (Define Scope) and Step Five 
(Construct Ground Truth or Feedback Signal), are introduced briefly here and treated in depth in Chapter 3 and 
Chapter 4, respecGvely.[11] 
 
Method	Overview	

An ML FMEA proceeds in the same spirit as a PFMEA. A cross-funcGonal team, typically including ML developers, 
data engineers, systems engineers, and safety pracGGoners, works through the pipeline one step at a Gme. For 
each step, the team asks: what can fail here, what causes that failure, what is the safety-relevant effect on the 
encompassing system, and what best pracGce or process control miGgates it? Each failure mode is rated for 
severity, occurrence, and detecGon, and the resulGng Risk Priority Number focuses afenGon on the highest-risk 
areas of the pipeline. 
 
The recommended sequence is: 
 

1. Define scope and perform a preliminary hazard analysis of the encompassing system (Step Zero). 
2. Walk the pipeline step by step, populaGng failure modes, causes, effects, and miGgaGons. 
3. Rate severity, occurrence, detecGon, and compute RPNs. 
4. PrioriGze and assign miGgaGons, looking for single miGgaGons that resolve mulGple failure modes. 
5. Maintain the analysis as a living document, feeding it with field evidence aaer deployment. 

 
The	13-Step	ML	Pipeline	

To make the value added by each step explicit, the pipeline phrases each stage as a funcGon using a concise verb-
plus-noun form. The reference pipeline is shown below, grouped into data steps, model steps, and deployed model 
steps. 
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Step Number Pipeline Step (Verb + Noun) Group Purpose 

0 Define Scope Scoping 
Define the problem, system boundaries, 
terminology, and perform preliminary hazard 
analysis (Chapter 3). 

1 Collect Data Requests Data 
Specify the data needed for training and 
evaluaGon; define problem scope, features, 
and sources. 

2 Collect Data Data 
Gather raw data from sensors, databases, or 
other sources with the right diversity and 
volume. 

3 Ingest Data Data Import and store data reliably from mulGple 
sources, forming the pipeline’s foundaGon. 

4 Validate Data Data Verify the data meets quality standards and is 
accurate, complete, and error-free. 

5 Construct Ground Truth / 
Feedback Signal Data Generate labels (supervised) or specify reward 

(RL); control annotaGon quality (Chapter 4). 

6 Preprocess Data Data Clean and transform raw data: handle missing 
values, normalize, encode, engineer features. 

7 Train Model Model Select algorithms, configure parameters, and 
fit the model to training data. 

8 Tune Model Model Fine-tune hyperparameters and features to 
improve performance. 

9 Analyze Model Model Evaluate performance with a range of metrics; 
conduct error analysis and visualizaGon. 

10 Deploy Model Deployed Integrate the trained model into producGon 
with monitoring, rollback, and thresholds. 

11 Validate Model Deployed Confirm performance on unseen, 
independent data against required standards. 

12 Analyze Model Feedback Deployed Collect field performance, monitor for dria, 
and feed insight back into the pipeline. 

Table 5.1: The reference ML pipeline. Step Zero and Step Five were added to the original 11-step pipeline based 
on lessons from applying the method. 

 
The numbering above reflects the updated 13-step pipeline (Steps 0–12) with Step Zero prepended and Step 5 
inserted. Teams should adopt whatever step set matches their own workflow and document it explicitly. 
 
The	ML	FMEA	Template	

The analysis is recorded in the ML FMEA template, which frames the pipeline within a familiar tabular format. 
Most columns are common with a standard PFMEA, so safety assessors can read the arGfact without retraining. 
Four columns are modified to carry ML-specific language. The open-source template is an 18-column workbook; 
the full column sequence, lea to right, is reproduced below so the analysis can be set up exactly. 
 

Step Number Step Type Purpose 

1 Machine Learning Pipeline 
Step Modified The pipeline step under analysis (maps to 

PFMEA Process Step / FuncGon). 
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Step Number Step Type Purpose 

2 Failure Mode Guide Words Common 
HAZOP-style prompt: Incorrect or missing, 
Missing, Incorrect, Too late, Too lifle, Too 
much, Not provided. 

3 PotenGal Failure Mode of 
the ML Model of Interest Modified How that step can fail (maps to PFMEA 

PotenGal Failure Mode). 

4 PotenGal Effect on Higher-
Level System or Customer Common System-level consequence; basis for severity. 

5 Sev Common Severity raGng (see Chapter 6). 

6 PotenGal ML Pipeline Causes Modified Why the failure mode occurs (maps to PFMEA 
PotenGal Causes). 

7 Occ Common Occurrence raGng (see Chapter 6). 

8 Current ML Pipeline Best 
PracGces & Process Controls Modified The miGgaGon in place (maps to PFMEA 

Current Controls). 
9 Det Common DetecGon raGng (see Chapter 6). 

10 ML RPN Common Risk Priority Number = Severity × Occurrence 
× DetecGon. 

11 AcGons Recommended Common CorrecGve acGons to reduce risk. 
12 Owner, Target and Dates Common Accountability and schedule. 
13 AcGons Taken Common What was actually done. 

14 à 17 Sev / Occ / Det (Rerated) Common Post-miGgaGon reraGng of each dimension. 

18 Future ML RPN Common Recomputed RPN aaer miGgaGon, evidencing 
risk reducGon. 

Table 5.2: The full 18-column ML FMEA template. The four “Modified” columns carry ML-specific content; the rest 
follow standard PFMEA prac4ce unchanged. 

 
Two design choices deserve emphasis. First, the Failure Mode Guide Words column drives systemaGc discovery: 
the seven guide words in use, Incorrect or missing, Missing, Incorrect, Too late, Too lifle, Too much, and Not 
provided, are applied HAZOP-style to each step so that failure modes are surfaced deliberately rather than from 
memory. Second, the template carries two sets of severity, occurrence, and detecGon columns: an iniGal raGng 
(columns 5 à 10) and a reraGng aaer miGgaGon (columns 14 à 18). The drop from the iniGal ML RPN to the Future 
ML RPN is the quanGfied evidence of risk reducGon that a safety case can cite. 
 
The Risk Priority Number (RPN = Severity × Occurrence × DetecGon) prioriGzes which rows demand correcGve 
acGon; high RPNs are addressed first, and the reraGng columns demonstrate that the acGon worked. 
 
Walking	the	Pipeline:	Failure	Modes	and	Mitigations	

The remainder of this chapter walks through the data, model, and deployed model steps, lisGng characterisGc 
failure modes with their causes and best-pracGce miGgaGons. These are the prepopulated rows of the open-source 
template; teams should tailor and extend them for their own applicaGon. 
 
Step 0: Defining Scope 
Step Zero precedes data collecGon and grounds every subsequent step in a shared understanding of what the ML 
component is intended to do, how its output influences the encompassing system, and which system-level hazards 
its failure could cause. The key steps in this phase are clarifying the problem, documenGng the pipeline, 
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establishing common vocabulary, disGnguishing algorithmic from funcGonal safety, and compleGng a preliminary 
hazard analysis.  
 

Failure Mode (Guide Word) Cause Best-Prac3ce Mi3ga3on 

Unclear Problem Defini3on 
(Missing) 

Model purpose and system role are 
undocumented. 

Formal problem statement covering 
intended funcGon, output 
interpretaGon, and ODD; sign-off 
before Step 1. 

Divergent Vocabulary 
(Incorrect) 

Terms such as safety, validaGon, and 
pipeline carry different meanings 
across ML and safety teams. 

Joint project glossary adopGng the ML 
FMEA convenGons; preserved as a 
Step Zero arGfact. 

Missing Hazard Analysis  
(Not Provided) 

System-level hazards caused by ML 
failure are not idenGfied before 
scoring begins. 

Preliminary hazard analysis (FMEA or 
STPA) of the encompassing system; 
per-funcGon hazard mapping traced 
to severity scoring. 

 
Step 1: Collect Data Requests 
Data collecGon requests iniGate the pipeline by specifying what data is needed. Their quality directly shapes model 
performance and safety. 
 

Failure Mode (Guide Word) Cause Best-Prac3ce Mi3ga3on 

Insufficient Data Requested 
(Missing) 

Incomplete or insufficient data 
requested for collecGon. 

Clear problem definiGon and goal 
alignment, so requests reflect the 
learning task and reduce noise or 
irrelevant data. 

Biased Request Priori3za3on 
(Incorrect) 

Incorrect prioriGzaGon of collecGon 
requests. 

Cross-funcGonal input: collaborate 
with domain experts, so requests 
reflect operaGonal realiGes. 

Outdated Request  
(Too Late) 

Late or lengthy requests cause training 
on outdated informaGon (for 
example, seasonal change). 

Constraints for collecGon: geographic, 
seasonal, Gme-of-day, or weather 
constraints on the request. 

 
Step 2: Collect Data 
Data collecGon gathers raw data from idenGfied sources. Quality, volume, and diversity strongly influence 
generalizaGon. 
 

Failure Mode (Guide Word) Cause Best-Prac3ce Mi3ga3on 

Insufficient Data Collected Incomplete or insufficient data 
collected. 

Diverse and representaGve sampling 
capturing edge cases and rare events 
across the operaGonal domain. 

Collec3on Does Not Match 
Intent of the Collec3on 

Request 

Manual data collected is incorrect or 
mismatched to the request. 

Automated data collecGon with 
monitoring to minimize human error 
and detect anomalies or dria. 

Outdated or Incorrect 
Collec3on 

Late or lengthy collecGon causes stale 
or incorrect data. 

Constraints for collecGon as in Step 1 
(geography, season, Gme of day, 
precipitaGon). 
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Step 3: Ingest Data 
IngesGon imports data from various sources into storage for use. In mulG-sensor systems, synchronizaGon, 
communicaGon, and format consistency are common pain points. 
 

Failure Mode (Guide Word) Cause Best-Prac3ce Mi3ga3on 

Biased / Incorrect Inges3on Incomplete or inaccurate data 
collecGon during ingesGon. 

Automate ingesGon with robust 
extract, transform, load (ETL) tooling 
to ensure consistent, error-free 
import. 

Security Breach SensiGve data exposed during 
ingesGon. 

Maintain data security: encrypGon, 
access controls, audit logs, and 
regulatory compliance. 

Outdated Inges3on Delays cause training on outdated 
informaGon. 

Ensure data quality with integrity 
checks (for example, schema or 
quality tooling) to detect and recGfy 
anomalies. 

 
Mul3-Sensor Notes: Sensor synchronizaGon issues, dropped messages, and data format inconsistencies (point 
clouds, images, radar readings) are recurring ingesGon hazards. Timestamping, real-Gme synchronizaGon, 
buffering and retry, mulGmodal redundancy, and standardized formats with consistency checks miGgate these. 
 
Step 4: Validate Data 
ValidaGon verifies that collected data meets quality standards before progressing. It catches structural 
inconsistencies, projecGon errors, and anomalies. 
 

Failure Mode (Guide Word) Cause Best-Prac3ce Mi3ga3on 

Invalid / Corrupt Data Erroneous data leads to faulty training 
and predicGon. 

Schema validaGon: enforce structure 
and type constraints; automate with 
schema tooling. 

Undetected Anomalies Outliers, missing values, and 
duplicates introduce bias. 

Anomaly detecGon via automated 
checks; offline digital-twin replay for 
comparison. 

Incompa3ble / Irrelevant 
Data Used 

Lack of validaGon admits unsuitable 
data. 

Consistent monitoring of quality 
metrics with alerts; cross-reference 
mulGmodal data; calibraGon and 
dirty-sensor checks. 

 
Step 5: Construct Ground Truth or Feedback Signal 
This step, inserted between data validaGon and preprocessing, makes explicit the construcGon of labels 
(supervised learning) or reward (RL). Because many downstream failures originate here, it is outlined in full in 
Chapter 4. 
 
Its six characterisGc failure modes are annotaGon bias, label noise, misaligned objecGve funcGons, reward hacking, 
insufficient staGsGcal analysis over Gme, and misaligned evaluaGon metrics. 
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Failure Mode (Guide Word) Cause Best-Prac3ce Mi3ga3on 

Annota3on Bias 

Human annotators or labeling tools 
apply subjecGve or inconsistent 
criteria, resulGng in biased or 
unreliable ground truth. 

Document dataset moGvaGon, 
composiGon, and intended use. Use 
inter-rater agreement metrics to 
verify labeling consistency. Apply bias-
audiGng techniques and structured 
labeling interfaces. 

Label Noise 
Errors introduced during automated 
labeling, data ingesGon, or the 
integraGon of third-party datasets. 

Apply automated label-quality 
esGmaGon to flag mislabeled samples. 
Perform random spot checks and 
human audits. Maintain dataset 
lineage and provenance metadata. 
Use cross-modal verificaGon before 
training. 

Misaligned Objec3ve 
Func3ons 

The metrics opGmized during training 
(for example, accuracy or cumulaGve 
reward) fail to represent system-level 
performance or safety intent. 

Apply inverse reward design to 
capture designer intent under 
uncertainty. Define explicit safety-
oriented key performance indicators 
(KPIs) aligned to AI hazard catalogs. 
Validate opGmizaGon metrics against 
SOTIF funcGonal-insufficiency criteria. 

Reward Hacking 

In reinforcement learning systems, 
the reward funcGon does not align 
with the true system objecGves, 
leading to exploitaGon of loopholes. 

Incorporate safety constraints and 
tamper-resistant reward design. Use 
safe-RL techniques that penalize 
unsafe transiGons. Apply adversarial 
tesGng to idenGfy reward-tampering 
pathways. Cross-verify learned 
behaviors against human-preference 
models. 

Insufficient Sta3s3cal 
Analysis of the Dataset Over 

Time 

Ground-truth dataset not rouGnely 
analyzed for distribuGon shias across 
Gme, geography, or sensor 
configuraGon, masking key 
differences. 

Use configuraGon-managed 
repositories with structured metadata 
(“Datasheets for Datasets”). [13] 
Integrate dataset-lineage tracking into 
conGnuous-integraGon pipelines. 
Establish versioned baselines with 
inter-annotator sign-off criteria. 

Misaligned Evalua3on 
Metrics 

EvaluaGon benchmarks or test data 
fail to capture the ODD or safety-
criGcal scenarios. 

Use dataset-slice analysis and 
coverage-guided scenario generaGon 
(per ISO/PAS 8800). Apply out-of-
distribuGon detecGon in evaluaGon 
pipelines. Tie post-deployment dria 
detecGon to severity-ranked ML FMEA 
updates. 

 
Step 6: Preprocess Data 
Preprocessing cleans and transforms raw data for training: handling missing values, normalizing, encoding, and 
feature engineering. 
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Failure Mode (Guide Word) Cause Best-Prac3ce Mi3ga3on 

Insufficient Processing 
(Missing) 

Poor handling of missing values 
introduces bias. 

Standardize data-cleaning procedures 
for consistency and reliability. 

Distorted Rela3onships 
(Incorrect) 

Incorrect normalizaGon or scaling 
distorts relaGonships. 

Automate feature engineering to 
avoid overlooking criGcal 
transformaGons. 

Subop3mal Features (Too 
Ligle) 

Inadequate feature engineering 
degrades performance. 

Document transformaGons for 
reproducibility and debugging. 

 
Step 7: Train Model 
Training fits the model to preprocessed data; tuning refines it. Overfipng and underfipng are the central hazards. 
 

Failure Mode (Guide Word) Cause Best-Prac3ce Mi3ga3on 

Over / Underfihng Model not trained properly. Use cross-validaGon for a reliable 
esGmate of generalizaGon. 

Poor Algorithm Choice Incorrect algorithm selecGon. 
Hyperparameter opGmizaGon via 
systemaGc search (grid, random, 
Bayesian). 

Ineffec3ve Learning Poor parameter configuraGon. Monitor the training process; track 
loss and accuracy in real Gme. 

 
Step 8: Tune Model 
Model tuning fine-tunes the trained model to improve its performance. 
 

Failure Mode (Guide Word) Cause Best-Prac3ce Mi3ga3on 

Over-Tuned Model Irrelevant or redundant features 
added. 

Feature selecGon (for example, 
recursive feature eliminaGon or 
LASSO). 

Poor Generaliza3on Aier 
Tuning Lack of proper evaluaGon. Evaluate on a separate validaGon set. 

 
Step 9: Analyze Model 
Model analysis evaluates performance and idenGfies areas for improvement. 
 

Failure Mode (Guide Word) Cause Best-Prac3ce Mi3ga3on 
Incomplete Performance 

Picture Overreliance on a single metric. Use comprehensive metrics covering 
mulGple performance facets. 

Cri3cal Issues Unaddressed No thorough error analysis. 
Conduct error analysis of 
misclassificaGon paferns for targeted 
refinement. 

Hard-to-Interpret Results Lack of clear visualizaGons. 
Use confusion matrices, receiver 
operaGng characterisGc (ROC) curves, 
and precision-recall curves. 

 
Step 10: Deploy Model 
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Deployment integrates the model into producGon, where infrastructure, monitoring, and rollback determine 
reliability. 
 

Failure Mode (Guide Word) Cause Best-Prac3ce Mi3ga3on 

Performance Boglenecks Inadequate infrastructure. 
ConGnuous integraGon / conGnuous 
deployment (CI/CD) pipelines to 
automate and de-risk deployment. 

Undetected Degrada3on Poor monitoring. Monitoring and logging with alerts on 
the deployed model. 

Hard to Recover No rollback mechanism. 
Implement soaware rollback to a 
known release with known 
limitaGons. 

Masked / Integra3on 
Failures IntegraGon hides model failures. Define and enforce performance 

thresholds before deployment. 

Unsafe Online Learning Model learns incorrectly online 
without validaGon. 

Do not enable online learning; prefer 
validated offline retraining cycles. 

 
Step 11: Validate Model 
ValidaGon confirms performance on independent, unseen data. 
 

Failure Mode (Guide Word) Cause Best-Prac3ce Mi3ga3on 
Poor Generaliza3on Overfipng training data. Holdout validaGon or cross-validaGon. 

False Sense of Reliability UnrepresentaGve or derivaGve test 
set. 

Real-world tesGng on an independent, 
curated dataset. 

 
Step 12: Analyze Model Feedback 
Feedback analysis closes the loop, detecGng dria and degradaGon in the field. 
 

Failure Mode (Guide Word) Cause Best-Prac3ce Mi3ga3on 

Undetected Drii Lack of feedback in the field. 
Feedback loops, dria monitoring, and 
safety performance indicators (SPIs) 
with established ranges. 

Obsolescence Delayed updates. Scheduled retraining and updates to 
incorporate new data. 

 
Rating,	Risk	Priority	Number	(RPN),	and	Prioritization	

Each failure-mode row is rated for severity (impact of the effect), occurrence (likelihood, reframed for ML as the 
maturity of requirements and quality controls), and detecGon (how and when the failure would be caught). The 
RPN is their product. High RPNs flag rows needing correcGve acGon; the safety engineer then prescribes a strategy 
so that the system fails safe or fails operaGonal. ML-tailored raGng criteria are given in Chapter 6; they are essenGal 
because tradiGonal PFMEA tables assume determinisGc cause and effect that does not hold for ML. 
 
Look for Cross-Cuhng Mi3ga3on: A recurring benefit reported by pracGGoners is that, aaer prioriGzing by RPN, 
one miGgaGon oaen addresses several failure modes at once. For example, an automated data-quality gate 
introduced at Validate Data (Step 4) both catches invalid or corrupt records before they reach later stages and 
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reduces the label noise those records would otherwise introduce during Construct Ground Truth (Step 5), resolving 
two disGnct failure modes across two pipeline steps with a single control. 
Analyzing correlaGons among failure modes surfaces these high-leverage acGons and reduces overall engineering 
effort while increasing assurance coverage. 
Output	and	Traceability	

A completed ML FMEA produces a traceable chain from pipeline step to failure mode, to cause, to system-level 
effect, to miGgaGon and owner. These outputs can be used in many ways, including: 
 

• IdenGfying the pipeline steps with the highest impact on risk so they receive proporGonate afenGon and 
diligence. 

• Serving as a checklist to confirm no criGcal step was missed during development. 
• AcGng as a quick reference when a field performance limitaGon occurs, to review whether a pipeline gap 

contributed. 
• DocumenGng funcGonal insufficiencies and miGgaGons systemaGcally. 
• Providing evidence arGfacts that support a safety-case claim that the ML pipeline was developed with 

rigor. 
 
Because the arGfact follows the PFMEA flow, it is transparent and familiar to reviewers, and that familiarity is what 
allows it to bridge ML development documentaGon and formal safety-case evidence. 
 
Tips	and	Best	Practices	

1. Do not start at Step 1. Without Step Zero, a clear problem definiGon, documented pipeline, shared 
vocabulary, and preliminary hazard analysis, teams waste sessions debaGng scope and terminology, and 
severity raGngs become indefensible. 

2. Define the system-level effect, not only the model error. The effect of a pipeline failure must be expressed 
as a potenGal unsafe behavior of the encompassing system (for example, unintended lane departure, 
robot-human contact), or severity cannot be scored consistently. 

3. Separate the two meanings of “safety.” Algorithmic safety (constraint saGsfacGon, stability guarantees) is 
different from funcGonal safety (freedom from unreasonable risk at the system level). Bridge them by 
deriving model-level properGes from system-level hazard miGgaGons. 

4. Make ground truth and reward construcGon explicit (Step 5). Downstream failures such as bias 
amplificaGon, reward hacking, and misread metrics oaen originate in supervision-signal construcGon that 
is otherwise hidden between data validaGon and preprocessing. 

5. Use the right experts for the right raGng. Safety engineers naturally lead severity (system-level hazard 
knowledge); ML developers lead occurrence and detecGon (pipeline knowledge). Pairing them improves 
both accuracy and efficiency. 

6. Treat the ML FMEA as a living document. Feed it post-deployment evidence, dria, field failures, monitoring 
results, and update severity rankings and miGgaGons accordingly. 
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Chapter	5:	Tailored	Risk	Assessment	Criteria	

TradiGonal PFMEA raGng tables assume determinisGc cause and effect and physically observable effects. ML 
pipelines involve probabilisGc behaviors, data dependencies, and model-driven uncertainty, so direct applicaGon 
of those tables proved difficult. The criteria below retain PFMEA’s familiar structure while introducing ML-
appropriate definiGons of severity, occurrence, and detecGon. PracGGoners found the resulGng tables intuiGve and 
directly relevant to daily work, and the tables provided a shared risk vocabulary across technical and safety teams. 
 
Severity	Rating	Criteria	

The severity table disGnguishes two perspecGves, customer or vehicle safety impact and ML pipeline or process 
impact, enabling dual-perspecGve assessment. Refinements include explicit percepGon-failure criteria (for 
example, “percepGon blind spot,” “low recall of pedestrians”), graduated safety-margin degradaGon levels, clear 
separaGon of primary safety funcGons from comfort features, and pipeline-specific disrupGon metrics. 
 

Rank Severity on Product (Customer / Vehicle Safety) Severity on ML Process / Pipeline 

10 

Failure to meet safety or regulatory 
requirements. ML failure directly affects safe 
operaGon, causes missed detecGon or false 
actuaGon, or noncompliance without warning. 

Pipeline error or model failure leads to safety-
monitor bypass or catastrophic behavior; 
undetected unGl aaer incident. 

9 

Failure to meet safety, with warning. Hazard 
somewhat miGgated (monitor catches, but with 
degraded Gme-to-collision); regulatory risk with 
warning. 

Issue forces parGal stop of training, 
validaGon, or fleet deployment; may 
endanger operator with warning. 

8 

Loss of primary funcGons. Loss of ML-driven 
safety funcGon (percepGon blind spot, planner 
failure); vehicle inoperable or needs takeover; 
safe state not guaranteed. 

Major disrupGon: retraining halt, large data 
asset scrapped, or automated pipeline line 
shutdown. 

7 
Heavily degraded primary funcGon. FuncGon 
available but safety margins reduced (low recall, 
mis-planned maneuvers). 

Significant disrupGon: retraining required, 
pipeline deviaGon, throughput drop, heavy 
rework. 

6 
NoGceable degradaGon (for example, 10% à 20% 
error on a criGcal slice). Hazards miGgated by 
redundancy. 

Moderate disrupGon: subset of data 
reprocessed or relabeled; parGal rollback. 

5 
Loss of secondary funcGon (for example, Level 2 
(L2) traffic-light misclassificaGon). No direct 
safety impact. 

100% of a secondary data product must be 
regenerated offline. 

4 
Degraded secondary funcGon (rare-class 
mislabels). Customer noGces degraded user 
experience, no safety risk. 

PorGon of pipeline or dataset rework; 
validaGon delays. 

3 Annoyance or noise: false posiGves or non-safety 
misclassificaGons (frequent alerts, false stops). 

Minor disrupGon: some relabeling or tuning 
needed. 

2 Minor issue, not customer-visible; visible only to 
expert reviewers. 

Slight inconvenience in pipeline or training; 
low-effort fix. 

1 No effect on safety, performance, or compliance. No effect on pipeline or product. 
Table 6.1: Severity criteria, product versus ML process perspec4ve. 
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Occurrence	Rating	Criteria	

In ML, a given rate of erroneous annotaGons may have unpredictable effects depending on data distribuGon and 
model architecture, so the usual assumpGon that cause probability maps directly to failure probability breaks 
down. The tailored occurrence criteria instead focus on the maturity of requirement definiGons and quality 
controls, shiaing discussion from probabilisGc speculaGon to acGonable quality management. 
 

Level (Rank) Criteria: Availability of Requirements and Checks 

High (8 à 10) Model performance requirements undefined and/or checks unavailable, or data-
quality requirements undefined and/or checks unavailable. 

Medium (4 à 7) Requirements parGally known and/or checks parGally available, or requirements known 
and data-quality checks find x% of data failing (refer to severity table). 

Low (1 à 3) Model performance requirements known and checks available, or data-quality 
requirements known and checks available. 

Table 6.2: Occurrence criteria based on maturity of requirements and quality controls. 
 
Detection	Rating	Criteria	

Rather than likelihood-based detecGon raGngs, the tailored criteria emphasize detecGon Gming and automaGon 
across three pipeline segments: data pipeline detecGon (producer versus consumer), model development 
detecGon (before versus aaer training), and deployment detecGon (runGme monitoring and rollback). Three 
factors drive the rank: Gming (before or aaer consumpGon or deployment), method (automated versus human-in-
the-loop), and ownership (producer versus consumer). 
 

Rank Detec3on Timing (Containment) Method and Ownership 

10 Aaer ConsumpGon (Data / Model / Deployed 
Model) 

High: human-in-the-loop check by data 
analyst or ML engineer. 

9 Aaer ConsumpGon Medium: automated quality check. 

7 à 8 Before ConsumpGon High: data consumer performs human-in-
the-loop check. 

5 à 6 Before ConsumpGon Medium: data consumer uses automated 
quality check. 

3 à 4 Before ConsumpGon Medium: data producer performs human-in-
the-loop check. 

1 à 2 Before ConsumpGon Low: data producer uses automated quality 
check. 

Table 6.3: Detec4on criteria for data, model, and deployed model steps. Earlier detec4on by the producer scores 
lower (beIer) risk. 

 
Using	the	Tables	Together	

The three raGngs mulGply to the Risk Priority Number. Because the severity table is dual-perspecGve, a single 
failure mode can carry both a product-safety severity and a process-disrupGon severity; teams should be explicit 
about which they are scoring. The tables resonated with both ML developers and safety engineers, prompGng 
cross-disciplinary discussion and guiding teams toward the right quesGons for each pipeline stage while 
maintaining conGnuity with tradiGonal PFMEA convenGons. 
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Chapter	6:	Aligning	ML	FMEA	with	Safety	Standards	

Safety standards call for inducGve, deducGve, and exploratory analysis methods to generate systemaGc safety 
requirements, and this chapter shows where the ML FMEA fits alongside the latest machine learning and AI safety 
guidance. The ML FMEA is one such tool, approaching requirement generaGon from an ML process perspecGve; it 
is not a standalone method but a contributor within a broader ecosystem, and its arGfacts map cleanly onto the 
expectaGons of five internaGonal standards. 
 
ISO/PAS	8800,	Safety	and	Arti>icial	Intelligence	

ISO/PAS 8800:2024 describes systemaGc safety analysis for AI elements across design, implementaGon, and 
operaGon, with specific focus on data.[4] It outlines techniques but offers limited guidance on specific tools. The 
ML FMEA addresses this gap by providing the recommended “safety analysis at the process level” (PFMEA in 
clauses such as 11.4.3.1, 12.3.5, 14.8.1, and 15.4), establishing traceability between ML development acGviGes 
and safety requirements, documenGng engineering rigor through systemaGc risk assessment, and creaGng 
auditable evidence of best-pracGce implementaGon. 
 
UL	4600,	Evaluation	of	Autonomous	Products	

UL 4600, EdiGon 3-2023, requires comprehensive safety arguments for autonomous systems.[5] ML FMEA arGfacts 
support three argument paferns: 
 

1. Data Quality Arguments: Rows addressing data collecGon, validaGon, and preprocessing provide evidence 
for SecGon 8.5.3. 

2. Robustness Arguments: Failure modes for distribuGon shia and environmental variaGon support SecGon 
8.5.2.2. 

3. V&V Process Arguments: The complete ML FMEA demonstrates a systemaGc hazard analysis as required 
by SecGon 8.5.2.1. 

 
The method also informs evidenGary processes supporGng the Open Autonomy Safety Case (OASC), a non-
normaGve safety case that supports assessment of UL 4600 conformance and the reporGng of core autonomous-
vehicle (AV) safety informaGon.[12] 
 
ISO	21448	(SOTIF)	

The ML FMEA directly addresses the requirements of ISO 21448:2022 for idenGfying funcGonal insufficiencies by 
systemaGcally analyzing “specificaGon of machine learning” insufficiencies, triggering condiGons in the data used 
for training and tesGng, and measurement data-quality issues, and by supporGng the offline training process 
analysis specified in Annex D.[6] 
 
ISO/IEC	TR	5469	

ISO/IEC TR 5469:2024 is an industry-agnosGc standard mapping AI lifecycle stages to applicable internaGonal 
standards.[7] It proposes a PFMEA approach to analyze and eliminate sources of bias and limitaGon in the offline 
training process, exactly the analysis the ML FMEA performs. Future standards such as ISO/IEC TS 22440 may apply 
this method more prescripGvely. 
 



The ML FMEA Handbook 

Page 25 of 52 

MIL-STD-882E,	System	Safety	(Aerospace	and	Defense)	

FMEA is a recognized technique for MIL-STD-882E system safety programs, but pracGGoners rarely have the AI 
experGse to evaluate ML-relevant failure modes.[8] ML-specific failure modes trace directly into a MIL-STD-882E 
program: they seed the Preliminary Hazard List (Task 201), inform the FuncGonal Hazard Analysis (Task 208), and 
carry forward into the System Hazard Analysis (Task 205). ML FMEA severity and occurrence raGngs convert into 
the standard’s severity categories and probability levels, and each hazard, causal factor, miGgaGon, V&V method, 
and risk-acceptance decision is recorded in the closed-loop Hazard Tracking System (Task 106). The method is 
referenced in the System Safety Program Plan (Task 102) and Hazard Management Plan (Task 103). 
 
Taken together, compaGbility with ISO/PAS 8800, ISO 21448 (SOTIF), UL 4600, ISO/IEC TR 5469, and MIL-STD-882E 
establishes a clear pathway for integraGng ML FMEA results into formal safety cases. 
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Chapter	7:	Applicability	Across	Industries	

The ML FMEA was built with cross-industry use in mind, and this chapter surveys characterisGc ML safety 
challenges across four domains along with how the method addresses each. 
 
Automotive	and	Mobility	

The number of autonomous vehicles and assisGve driving features depending on ML is growing, spanning 
percepGon, predicGon, planning, localizaGon, equipment monitoring, and fleet rouGng, as well as micro-mobility 
pla{orms for delivery, sanitaGon, and security. These systems carry significant risk profiles, including potenGal 
fataliGes. Two characterisGc challenges: 
 

1. Diversity in Opera3ng Domains: AutomoGve operaGon ranges from rural winter roads to nighpme urban 
centers. PercepGon models must train on extremely diverse data. This is addressed by failure modes 
around Request Data (Step 1) and Collect Data (Step 2), for example, incorrect prioriGzaGon producing 
biased models, miGgated by cross-funcGonal involvement in data requesGng. 

2. Evolving Opera3ng Domains: CondiGons change over Gme; even new reflecGve cycling apparel can impair 
camera percepGon. This is addressed at Ingest Data (Step 3) via the failure mode of ingesGon delays 
producing out-of-date models, supported by Steps 1 and 2. 

 
Aerospace	and	Defense	

Chapter 7 details how ML FMEA failure modes map onto MIL-STD-882E’s task structure; this secGon covers the 
domain’s characterisGc ML safety challenge. System safety pracGGoners on defense programs rarely have the AI 
experGse to evaluate ML failure modes, and ML engineers rarely know the MIL-STD-882E process. The ML FMEA 
bridges the two by giving both groups a shared arGfact. In pracGce, the method’s outputs are being deployed to 
mulGple uncrewed ground-vehicle programs for the United States Army and used to inform test and evaluaGon 
centers on safety assessment reports and risk-acceptance decisions.[11] 
 
Humanoid	and	Industrial	Robotics	

As roboGcs shias from fenced, preprogrammed manipulators toward collaboraGve robots, mobile pla{orms, and 
general-purpose humanoids, learning-enabled systems introduce probabilisGc behavior, opaque policies, and 
heavy data reliance. This presents three characterisGc challenges: 
 

1. Robust Human Detec3on in Unstructured Environments: Robots oaen operate within arm’s reach of 
people, using vision or light detecGon and ranging (LiDAR) for dynamic speed and separaGon monitoring 
(ISO 10218, ISO/TS 15066). Detectors may fail under low light, occlusion, or unusual clothing and posture. 
This is addressed via Collect Data (Step 2) and Construct Ground Truth (Step 5). Other failure modes, such 
as insufficient worker diversity or annotaGon bias (labeling seated workers as background), are miGgated 
by targeted augmentaGon, syntheGc data, and stricter labeling quality-assurance policies. 

2. Unsafe Emergent Behavior in RL Control Policies: Policies learned in simulaGon and transferred via sim-
to-real methods can produce brifle behavior, such as high-speed joint movements, unsafe contact forces, 
and reward hacking. These unsafe behaviors are miGgated by leveraging Step 5 (Feedback Signal) and Step 
7 (Train Model), using test-Gme safety filters (joint-velocity caps, safety shields) and reward-validaGon 
workflows, with severity drawn from the robot’s physical envelope. 
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3. Integra3ng Learned Policies into Legacy Safety Envelopes: Industrial robots run within safety-cerGfied 
frameworks (programmable logic controllers, fieldbuses, configurable monitors). Introducing learned 
components requires preserving determinisGc control paths and exisGng safety cases. Step Zero is criGcal 
here, ensuring the roles, interfaces, and boundaries of ML components are documented so teams can 
trace how learned behaviors affect legacy safe states or require new monitoring channels. 

 
Across these domains, the ML FMEA method supports proacGve risk miGgaGon, cross-disciplinary alignment, and 
compliance with funcGonal safety standards such as ISO 13849 and IEC 62061. 
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Chapter	8:	Why	ML	FMEA	Is	Open	Source,	and	Who	BeneDits	

From its first publicaGon, the ML FMEA method, its template, and its toolkit were released as open source, and an 
ML FMEA CollaboraGve was formed to steward them. This was a deliberate choice, not an aaerthought. Safety 
methods earn trust only when they are scruGnized, reused, and refined in the open, and the problem the ML FMEA 
addresses, the safety of learning-enabled systems, is moving quickly and is too consequenGal for any single 
organizaGon to solve alone. This chapter explains the reasoning and what each kind of parGcipant gains. 
 
The	Rationale	

Three properGes of the ML safety problem make an open, collaboraGve model the right fit. 
 

1. The Risk is Shared and Precompe33ve: A pedestrian struck by one company’s autonomous vehicle 
damages public trust in the enGre category. Safety is not where firms should compete; it is the floor 
everyone must clear. Pooling failure modes and miGgaGons raises that floor faster than siloed effort. 

2. The Standards Point to the Method But Do Not Prescribe the Tool: ISO/PAS 8800, ISO/IEC TR 5469, ISO 
21448 (SOTIF), and UL 4600 call for process-level analysis and engineering rigor without specifying how. 
An open, freely available method that saGsfies those clauses gives the industry a concrete, auditable 
answer rather than incompaGble proprietary ones. 

3. The Field is Young And Evolving: Step Zero and Step Five, the two most significant refinements in this 
handbook, did not exist in the first ML FMEA publicaGon. These steps emerged because mulGple 
organizaGons applied the method, encountered the same gaps, and fed the lessons back. A closed method 
would have had to rediscover each gap independently; the open model surfaced and addressed them 
once, for everyone. 

 
How	Open	Source	Strengthens	the	Method	Itself	

Because the template and raGng tables are public, they are stress-tested across automoGve, roboGcs, aerospace, 
and defense applicaGons simultaneously. Cross-industry validaGon exposes failure modes and ambiguiGes that a 
single domain would not encounter on its own. Transparency also makes the method auditable, since a safety 
assessor can inspect exactly how a raGng table was constructed, itself a form of engineering rigor. 
 
Open documentaGon pracGces reinforce this. The verb-plus-noun pipeline, the shared glossary, and the 
prepopulated rows are all public reference points, so a new team does not start from a blank page; the team starts 
from a peer-reviewed baseline and tailors it. This lowers the barrier to adopGon, which widens the contributor 
base, which further improves the method. 
 
Who	Bene>its,	and	How	

The open model creates disGnct, concrete value for every parGcipant in the ecosystem. 
 

Stakeholder What They Gain 

ML Developers 
A free, ready-to-use template that frames safety in familiar pipeline terms, plus a 
shared vocabulary for talking to safety teams; no licensing, no locking in, no reinvenGng 
failure-mode catalogues. 

Safety Engineers A standard-aligned, auditable analysis method that extends FMEA discipline to ML, with 
transparent raGng criteria they can defend in an assessment. 



The ML FMEA Handbook 

Page 29 of 52 

Stakeholder What They Gain 

Organiza3ons Lower cost of compliance with ISO/PAS 8800, SOTIF, UL 4600, and MIL-STD-882E; faster 
onboarding; and shared maintenance of a tool none of them must fund alone. 

Regulators and 
Assessors 

A common, inspectable reference method, making safety arguments across vendors 
easier to compare and evaluate. 

Standards Bodies Field-tested evidence of what process-level ML analysis looks like in pracGce, informing 
future standards such as ISO/IEC TS 22440. 

The Public A higher safety floor for learning-enabled systems across every industry that adopts the 
method. 

 
The	Collaborative	Model	in	Practice	

The ML FMEA CollaboraGve brings together developers, safety engineers, cerGficaGon bodies, and researchers 
from across industry to share lessons, validate refinements, and keep the open template current. Knowledge 
gained in one domain propagates to the others, and improvements are reviewed in the open before they enter 
the reference arGfact. Step Zero itself began this way: applicaGon teams repeatedly found themselves stalled 
before data collecGon could even begin, uncertain what problem the model was meant to solve or which pipeline 
stages were in scope, and that recurring gap became a fixture for the enGre community once it was shared through 
the CollaboraGve.[11] 
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Appendix	A:	The	Reference	ML	Pipeline	at	a	Glance	

Use this as a quick reference when scoping an analysis. Group each step into data, model, or deployed model 
phases and confirm that Step Zero (scoping) and Step Five (supervision signal) are explicitly covered. 
 

¨  
 

Phase Steps 
Scoping 0. Define Scope 

Data Steps 

1. Collect Data Requests 
2. Collect Data 
3. Ingest Data 
4. Validate Data 
5. Construct Ground truth / Feedback Signal 
6. Preprocess Data 

Model Steps 
7. Train Model 
8. Tune Model 
9. Analyze Model 

Deployed Model Steps 
10. Deploy Model 
11. Validate Model 
12. Analyze Model Feedback 
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Appendix	B:	The	ML	FMEA	Template,	Step	by	Step	

This appendix reproduces the structure of the open-source ML FMEA template as published, the 13-step pipeline 
with its prepopulated guide words, failure modes, and example controls. (Step Zero and Step Five, from Chapter 3 
and Chapter 4, are refinements layered onto this base; teams add them as addiGonal blocks.) The severity, 
occurrence, detecGon, RPN, acGons, owner, and post-miGgaGon reraGng columns are completed per applicaGon 
during the analysis. 
 
Row	Count	per	Step	

The published template carries a deliberately uneven distribuGon of prepopulated rows; Deploy Model has the 
most, reflecGng how many disGnct things can go wrong once a model meets the real world. Use this as a coverage 
checklist. 
 

Pipeline Step Prepopulated Rows Guide Words Used 

Collect Data Requests 3 
• Incorrect or Missing  
• Missing  
• Too Late 

Collect Data 3 
• Incorrect or Missing  
• Incorrect  
• Too Late 

Ingest Data 3 • Incorrect or Missing (×2)  
• Too Late 

Validate Data 3 • Incorrect or Missing (×3) 

Preprocess Data 3 
• Missing  
• Incorrect  
• Too Lifle 

Train Model 3 • Incorrect (×2)  
• Too Lifle 

Tune Model 3 • Too Lifle (×2)  
• Too Much 

Analyze Model 3 • Too Lifle  
• Not Provided (×2) 

Deploy Model 9 

• Too Lifle (×3)  
• Incorrect (×3)  
• Too Late (×2)  
• Not Provided (×1) 

Validate Model 4 • Not Provided  
• Too Lifle (×3) 

Analyze Model Feedback 3 • Not Provided (×2)  
• Too Late 

Table B.1: Distribu4on of prepopulated rows across the 11 steps of the published template. 
 
Representative	Rows	
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The following rows are drawn directly from the published template to illustrate the guide-word-to-failure-mode-
to-cause-to-control chain at each phase. 
 

Step Guide Word Failure Mode Cause Best-Prac3ce Mi3ga3on 

Collect Data 
Requests 

Incorrect or 
missing 

Insufficient data 
requests 

Incomplete data 
requested for 
collecGon 

Clear problem definiGon and 
goal alignment 

Collect Data Incorrect Insufficient data 
collected 

Manual data does not 
match collecGon intent 

Automated data collecGon 
with monitoring 

Ingest Data Incorrect or 
missing 

Insufficient data 
ingesGon 

Security breach 
exposes sensiGve data 

EncrypGon, access controls, 
audit logs 

Validate Data Incorrect or 
missing 

Insufficient data 
validaGon 

Undetected anomalies 
introduce bias 

Anomaly detecGon; offline 
digital-twin replay 

Preprocess 
Data Missing Insufficient data 

preprocessing 
Poor handling of 
missing values 

Standardize data-cleaning 
procedures 

Train Model Incorrect Insufficient model 
training 

Overfipng or 
underfipng 

Cross-validaGon (for 
example, k-fold) 

Tune Model Too much Model is over-
tuned 

Irrelevant / redundant 
features added 

Feature selecGon (recursive 
feature eliminaGon, LASSO) 

Analyze Model Not 
provided 

Missing model 
analysis 

No thorough error 
analysis 

Error analysis of 
misclassificaGon paferns 

Deploy Model Too lifle Insufficient model 
deployment 

Lack of rollback 
mechanism Implement soaware rollback 

Deploy Model Incorrect Insufficient model 
deployment 

Unsafe online learning, 
unvalidated 

Do not enable online 
learning 

Validate Model Too lifle Insufficient model 
validaGon 

DerivaGve test set 
inflates reliability 

Independent, curated 
validaGon dataset 

Analyze Model 
Feedback 

Not 
provided 

Insufficient 
feedback analysis 

Lack of feedback 
causes undetected 
dria 

Feedback loops; dria 
monitoring; safety indicators 

 
The full living template is maintained as an open-source workbook by the ML FMEA CollaboraGve. Teams should 
copy it and tailor the failure modes, causes, and controls to their own applicaGon rather than treaGng the 
prepopulated rows as exhausGve; the rows are a starGng catalogue, not a ceiling. 
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Appendix	C:	Example	System-Level	Hazards	

Hazards are oaen similar within an industry. The examples below, drawn from the two running applicaGons, can 
seed a Step Zero hazard analysis. Recall that severity is scored against the encompassing system hazard, not the 
model error alone. 
 

Applica3on ML Func3on Failure Linked System-Level 
Hazard 

Autonomous Vehicle IdenGfy subject-lane 
boundaries. 

Missed / offset lane 
boundary. 

UnintenGonal lane 
departure. 

Autonomous Vehicle IdenGfy adjacent-lane 
boundaries. 

Under-criGcal adjacent-
lane detecGon. 

Collision with vehicle in 
adjacent lane 

Humanoid Robot Detect nearby humans / 
free space. 

False-negaGve human 
detecGon (occlusion). 

Unintended contact 
between robot and 
person. 

Humanoid Robot RL locomoGon / recovery 
policy. 

Unstable recovery under 
perturbaGon. 

Unsafe joint acceleraGons 
/ contact forces. 
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Appendix	D:	Understanding	the	PFMEA	

The ML FMEA is built on the foundaGon of the Process Failure Mode and Effects Analysis (PFMEA), a method that 
has been in conGnuous use across the automoGve, aerospace, medical device, defense, and manufacturing 
industries for decades. This appendix is a self-contained reference for pracGGoners who want to understand the 
PFMEA in its original form before applying it to machine learning development via the ML FMEA. 
 
No prior knowledge of PFMEA is assumed. Aaer reading this appendix, the reader will understand what a PFMEA 
is, why it exists, how to perform one step by step, how to interpret risk scores, and where it fits relaGve to other 
FMEA variants, including the ML FMEA. 
 
1. What	Is	PFMEA?	

The Process Failure Mode and Effects Analysis (PFMEA) is a structured, team-based method for systemaGcally 
idenGfying the ways in which a process can fail, assessing the consequences of those failures, and implemenGng 
controls to prevent or detect them before they reach the customer or cause a safety incident. 
 
The operaGve word is process. The PFMEA does not analyze a product’s design (that is the role of the Design FMEA, 
or DFMEA). It analyzes the steps taken to manufacture, assemble, or deliver a product: the welding operaGon, the 
torquing sequence, the coaGng applicaGon, the soaware build pipeline. Any process that can produce a 
nonconforming output or create a hazard is a candidate for a PFMEA. 
 
The method answers three fundamental quesGons for every potenGal failure in a process: 
 

• What could go wrong? The failure mode. 
• How bad would it be? The effect and its severity. 
• How likely is it, and would it be caught? Occurrence and detecGon. 

 
MulGplying the scores for these three dimensions produces the RPN, a composite index that guides where the 
team’s correcGve afenGon should go. 
 
2. A	Brief	History	and	Standards	Landscape	

FMEA was first formalized by the United States military in 1949 (MIL-P-1629) as a reliability analysis technique for 
aerospace and defense systems.[9] The NaGonal AeronauGcs and Space AdministraGon (NASA) adopted and 
refined the method for the Apollo program in the 1960s.[10] The automoGve industry adopted FMEA beginning in 
the 1970s, and it later became a formal requirement under the AutomoGve Industry AcGon Group (AIAG) 
standards.[9] 
 
Today, PFMEA is defined and governed by five standards, each with slightly different terminology and emphasis: 
 

Standard Issuing Body Scope and Key Contribu3on 

AIAG-VDA FMEA Handbook (2019) AIAG and Verband der 
Automobilindustrie (VDA) 

The current joint automoGve 
standard; harmonizes United States 
and German FMEA pracGce. 
Introduces the 7-step approach and 
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the AcGon Priority (AP) system 
alongside RPN. 

SAE J1739 (2021) SAE InternaGonal 

North American automoGve FMEA 
standard; defines DFMEA, PFMEA, 
and the Supplemental FMEA for 
Monitoring and System Response 
(FMEA-MSR). 

IEC 60812 (2018) InternaGonal Electrotechnical 
Commission (IEC) 

Industry-agnosGc FMEA standard; 
applicable to any product, process, 
or service. 

MIL-STD-1629A (1980) United States Department of 
Defense 

The foundaGonal defense and 
aerospace standard; defines 
FMECA (FMEA plus CriGcality 
Analysis). 

IEC 61508 (2010) IEC 

FuncGonal safety of electrical, 
electronic, and programmable 
electronic (E/E/PE) systems; Annex 
C defines the FMEDA variant for 
quanGfying diagnosGc coverage. 

 
3. Key	Terminology	

The following terms appear throughout the PFMEA worksheet and are used consistently across all FMEA variants. 
 

Term Defini3on 

Process Step / Func3on 

A discrete acGvity in the process being analyzed, 
described as a verb plus noun (for example, “Torque 
Fastener,” “Apply Adhesive”). Each step is analyzed 
independently. 

Failure Mode 

The specific way in which a process step fails to 
perform its intended funcGon. A failure mode is 
described in physical or funcGonal terms, not as an 
effect or a cause (for example, “under-torqued 
fastener,” not “joint failure”). 

Effect of Failure 

The consequence of the failure mode on the next 
operaGon, on the final customer, or on the system. 
Effects are described from the customer’s or system’s 
perspecGve (for example, “joint separates under 
vibraGon load; vehicle unsafe”). 

Severity (S) 

A 1 à 10 raGng of how serious the worst-case effect 
of the failure mode is. Severity is rated on the effect, 
not the cause or the likelihood. S = 9 à 10 indicates a 
safety or regulatory failure; S = 1 means no 
discernible effect. 

Cause / Mechanism of Failure The root cause or mechanism that produces the 
failure mode (for example, “torque wrench out of 
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Term Defini3on 
calibraGon,” “operator skipped step”). Each cause 
receives its own row in the PFMEA. 

Occurrence (O) 

A 1 à 10 raGng of how likely the cause is to produce 
the failure mode given current controls. O = 10 means 
failure is near certain; O = 1 means failure is near 
impossible. 

Current Process Controls 

PrevenGon controls reduce the likelihood of the cause 
occurring. DetecGon controls idenGfy the failure 
mode, or its effect, before it reaches the next process 
step or the customer. 

Detec3on (D) 

A 1 à 10 raGng of how well current detecGon controls 
will idenGfy the failure mode or its cause before it 
reaches the customer. D = 10 means no detecGon 
capability exists; D = 1 means detecGon is certain. 

Risk Priority Number (RPN) 

RPN = S × O × D. Ranges from 1 to 1,000. Used to 
prioriGze correcGve acGons. A high-severity score (9 
à 10) mandates acGon regardless of the resulGng 
RPN. 

Recommended Ac3ons 
Specific correcGve or prevenGve acGons that reduce 
S, O, or D. AcGons should be specific, measurable, 
assignable, realisGc, and Gme-bound. 

Ac3on Priority (AP) 

An alternaGve to RPN introduced in the AIAG-VDA 
handbook. Rates items as high, medium, or low 
priority based on a combinaGon of S, O, and D bands, 
miGgaGng known weaknesses of the mulGplicaGve 
RPN approach. 

 
4. How	to	Perform	a	PFMEA	Step	by	Step	

The following 11 steps describe how to complete a PFMEA from iniGaGon to living-document maintenance. Steps 
1 à 3 are preparaGon acGviGes; Steps 4 à 8 consGtute the core analysis; Steps 9 à 11 close the loop. 
 

Step Ac3vity Descrip3on 

1 Form the Cross-FuncGonal Team 

Assemble engineers from process 
design, quality, manufacturing, 
safety, and maintenance. No single 
engineer should complete a PFMEA 
alone; the method’s value comes 
from diverse experGse idenGfying 
failure modes that would be 
invisible to any one perspecGve. 

2 Define the Scope 

Agree on which process (or 
subprocess) is being analyzed, its 
boundaries, inputs, and outputs. 
Document the process using a flow 
diagram so every step is visible and 
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Step Ac3vity Descrip3on 
agreed upon before analysis 
begins. 

3 Break the Process into Steps 

List each discrete process step or 
funcGon. Phrase each step as verb 
plus noun (for example, “Weld 
Bracket,” “Apply Adhesive”). This 
becomes the first column of the 
PFMEA worksheet. 

4 IdenGfy Failure Modes 

For each process step, ask: “In what 
ways could this step fail to perform 
its intended funcGon?” A failure 
mode is not an effect; it is the 
specific way the process goes 
wrong (for example, “under-
Gghtened fastener,” “contaminated 
surface”). 

5 Determine Effects of Each Failure 

For each failure mode, determine 
its consequences at the next 
process step, at the final customer, 
and at the system level. Effects 
drive the severity (S) score. 

6 IdenGfy Causes 

For each failure mode, idenGfy the 
root causes or mechanisms that 
could produce it. Each cause 
receives its own row in the PFMEA 
worksheet. Causes drive the 
occurrence (O) score. 

7 List Current Controls 

Document what currently exists to 
prevent the cause from occurring 
(prevenGon controls) or to detect 
the failure mode or its effect before 
it reaches the next stage (detecGon 
controls). Controls drive the 
detecGon (D) score. 

8 Score S, O, D, and Calculate RPN 

Score each dimension on a 1 à 10 
scale using the standard criteria 
tables. MulGply to obtain the Risk 
Priority Number (RPN = S × O × D). 
High RPN values, or a high-severity 
score regardless of RPN, signal the 
need for acGon. 

9 PrioriGze and Assign CorrecGve 
AcGons 

Focus first on any severity 9 à 10 
items (potenGal safety or 
regulatory failures), then on the 
highest RPNs. Assign a specific 
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Step Ac3vity Descrip3on 
person and a target compleGon 
date to each acGon. 

10 Rescore Aaer AcGons Are Taken 

Once acGons are implemented and 
verified, rescore S, O, and D to 
calculate the revised RPN. 
Document what was actually done, 
which may differ from what was 
recommended. 

11 Maintain as a Living Document 

A PFMEA is not a one-Gme report. 
Update it when the process 
changes, when a field failure 
occurs, when new causes are 
idenGfied, or at scheduled review 
intervals. 

 
The Cross-Func.onal Team is Not Op.onal 
Every authoritaGve PFMEA standard, AIAG-VDA, SAE J1739, and IEC 60812, requires a cross-funcGonal team. This 
is not a formality. A manufacturing engineer sees machine capability; a quality engineer sees field-return data; a 
safety engineer sees regulatory exposure; a maintenance technician sees what breaks. No single person has all of 
these views. The ML FMEA extends this principle: ML engineers, data engineers, and safety engineers must all 
parGcipate, because no single discipline sees the full failure landscape of an ML pipeline. 
 
5. The	PFMEA	Worksheet,	Column	by	Column	

The PFMEA is typically documented in a structured worksheet. Below is an annotated example with one row filled 
in, followed by a descripGon of each column. The worksheet below is condensed for illustraGon; full worksheets 
oaen include addiGonal fields for revision history, team members, and part numbers. 

 
Column Descrip3ons 

• Process Step / Func3on: IdenGfies the step being analyzed. Sourced directly from the process flow 
diagram. Using a verb-plus-noun format (for example, “Apply Sealant”) keeps entries acGonable and 
specific. 

• Poten3al Failure Mode: How the step could fail to deliver its intended output. MulGple failure modes per 
step are normal and expected. 

• Poten3al Effect(s) of Failure: The downstream consequence of the failure mode, at the next operaGon, at 
the final customer, or at the regulatory level. 

• Severity (S): Rated 1 à 10. Reflects the worst-case effect listed. Assigned by the team, typically anchored 
by safety or quality engineers. 

• Poten3al Cause(s): Root cause(s) or mechanism(s) that produce the failure mode. Each disGnct cause 
receives its own row. 

Process Step 
/ Func/on 

Poten/al 
Failure 
Mode 

Poten/al 
Effect(s) of 

Failure 
S 

Poten/al 
Cause(s) / 

Mechanism(s) of 
Failure 

O 
Current Process 

Controls D RPN 
Recommended 

Ac/on(s) 
Responsibility & 

Target Date Ac/ons Taken S O D 
RPN 

(AHer) 

Paint 
Applica+on 

Incorrect 
Film 

Thickness 

Poor adhesion; 
corrosion 

within 
warranty. 

7 
Spray-gun 

pressure is out 
of calibra+on. 

4 

Pressure gauge checks 
every shiD; sta+s+cal 
process control (SPC) 

chart on thickness. 

3 84 
Add automated 
inline thickness 

sensor 

Engineering / Q3 
2025 

Sensor Installed; SPC 
Limits Tightened 7 4 2 56 
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• Occurrence (O): Rated 1 à 10. Reflects how oaen the cause produces the failure mode given current 
prevenGon controls. Lower is befer. 

• Current Process Controls: Both prevenGon controls (reduce O) and detecGon controls (reduce D) are listed 
here, oaen labeled separately. 

• Detec3on (D): Rated 1 à 10. Reflects how reliably the current detecGon controls idenGfy the failure before 
it leaves the process. Lower is befer. 

• RPN: S × O × D. A prioriGzaGon tool, not a pass/fail threshold. 
• Recommended Ac3ons: Specific, assigned, Gme-bound improvements targeGng S, O, or D. AcGons 

targeGng severity require a design change; those targeGng occurrence require a process change; those 
targeGng detecGon require an inspecGon or monitoring improvement. 

• Ac3ons Taken and Rescore: Aaer implementaGon, document what was actually done and rescore to 
confirm risk reducGon. The revised RPN closes the loop. 

 
6. Further	Reading	

The following sources are the authoritaGve references for PFMEA and related FMEA methods. 
 

• AIAG-VDA FMEA Handbook (2019). AutomoGve Industry AcGon Group and Verband der 
Automobilindustrie. The current joint standard for automoGve DFMEA and PFMEA. Available from AIAG 
at aiag.org. 

• SAE J1739 (2021). Poten4al Failure Mode and Effects Analysis (FMEA) Including Design FMEA, 
Supplemental FMEA-MSR, and Process FMEA. SAE InternaGonal. Available at sae.org. 

• IEC 60812:2018. Analysis Techniques for System Reliability, Procedure for Failure Mode and Effects Analysis 
(FMEA). InternaGonal Electrotechnical Commission. Available at iec.ch. 

• MIL-STD-1629A (1980). Procedures for Performing a Failure Mode, Effects, and Cri4cality Analysis. United 
States Department of Defense. The foundaGonal defense and aerospace FMEA standard. 

• IEC 61508:2010, Annex C. Failure Modes, Effects and Diagnos4c Analysis (FMEDA). InternaGonal 
Electrotechnical Commission. The normaGve reference for FMEDA applied to safety-related electronic 
systems. 

• Rausand, M., and Høyland, A. (2004). System Reliability Theory: Models, Sta4s4cal Methods, and 
Applica4ons (2nd ed.). Wiley. A comprehensive academic treatment of FMEA, FMECA, and related 
reliability methods. 

 
The ML FMEA papers that build on this PFMEA foundaGon, and the open-source template itself, are listed in 
Appendix F. 
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Appendix	E:	Glossary	

A shared glossary linking ML concepts to safety language is one of the highest-leverage Step Zero acGviGes. The 
terms below recur throughout this handbook. 
 

Term Defini3on 

ML FMEA 
Machine Learning Failure Mode and Effects Analysis: a 
PFMEA-derived method that analyzes the ML pipeline 
for failure modes, causes, effects, and miGgaGons. 

PFMEA 
Process Failure Mode and Effects Analysis: the 
established automoGve process-analysis method the 
ML FMEA adapts. 

ML pipeline 
The sequence of data, model, and deployed-model 
acGviGes (Steps 0–12) treated as a process to be 
analyzed. 

Step Zero 
Preliminary scoping acGvity: problem definiGon, 
pipeline documentaGon, vocabulary, safety 
clarificaGon, and hazard analysis. 

Step Five Construct Ground Truth (supervised) or Feedback 
Signal (RL): the supervision-signal construcGon step. 

RPN Risk Priority Number = Severity × Occurrence × 
DetecGon; used to prioriGze miGgaGon effort. 

Encompassing system 
The larger system (vehicle, robot) in which the ML 
component operates; hazards and severity are defined 
at this level. 

Func3onal safety Freedom from unreasonable risk to people or property 
(IEC 61508, ISO 26262, ISO 21448, UL 4600). 

Algorithmic safety 

Constraint saGsfacGon or bounded behavior of the 
learning or control process (for example, Lyapunov 
stability); necessary but not sufficient for funcGonal 
safety. 

SOTIF 
Safety of the Intended FuncGonality (ISO 21448): 
addresses hazards from funcGonal insufficiencies and 
triggering condiGons. 

Reward hacking 
An RL agent achieving high reward by exploiGng 
loopholes in a misaligned reward funcGon while 
behaving unsafely. 

Drii Change over Gme in data or concept distribuGon that 
degrades model performance if undetected. 
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Appendix	F:	Source	Material	and	Further	Reading	

This handbook is a synthesis for instrucGonal use. It draws on two primary sources from the ML FMEA CollaboraGve 
and references the standards and works those papers cite. 
 

• Schmig, P., et al. “Introducing the ML FMEA: A Safe Machine Learning Approach.” SAE World Congress, 
2025. Introduces the method, the 11-step pipeline, and the open-source template. 

• Wadhvana, N., et al. “The ML FMEA in AcGon: Lessons from ApplicaGons of Machine Learning Safety.” SAE 
2026-01-0079 (preprint). Contributes Step Zero, Step Five, tailored raGng criteria, standards alignment, 
and cross-industry perspecGves. 

• Open-source template. The living ML FMEA template is maintained on GitHub by the ML FMEA 
CollaboraGve and is the authoritaGve source for the latest prepopulated rows. 

 
Referenced standards. IEC 61508; ISO 26262; ISO 21448 (SOTIF); ISO/TS 5083; ISO/PAS 8800; ISO/IEC TR 5469; 
ISO/IEC 42001; ISO/IEC 23053; ISO/IEC TR 29119-11; UL 4600; MIL-STD-882E; ISO 10218 and ISO/TS 15066 
(roboGcs); ISO 13849 and IEC 62061 (machinery funcGonal safety). 
 
Prepared as an instrucGonal handbook modeled on the structure of the MIT STPA Handbook (Leveson and Thomas, 
2018). All ML FMEA technical content is afributable to the two source papers above and the open-source ML 
FMEA framework. 
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Appendix	G:	Worked	Examples	

Worked	Example	1:	AMR	Perception,	Driving	Speed,	and	Safety	Bubble	

System context. An autonomous mobile robot (AMR) operates in a shared human-robot workspace and uses AI-
based percepGon to detect obstacles (humans, forklias, staGc obstrucGons, other AMRs) and to modulate its 
commanded speed and dynamic safety envelope accordingly. Faster speeds are permifed only when the 
percepGon system detects a clear envelope; slower speeds and a larger safety bubble are commanded as obstacles 
enter the envelope. Load state (empty, parGal, full) modifies stopping distance and therefore the safety-bubble 
geometry required at any given speed. 
 
Step 0: Define Scope 

Failure Mode Cause Mi3ga3on 

Unclear Percep3on-Control 
Boundary  
(Missing) 

PercepGon role and downstream 
control role are not documented 
separately. 

Formal problem statement naming 
percepGon output as input to 
speed selecGon; sign-off before 
Step 1. 

Missing Hazard Analysis  
(Not Provided) 

System-level hazards from 
percepGon failure are not 
idenGfied before scoring. 

Preliminary hazard analysis (FMEA 
or STPA) mapping each percepGon 
funcGon to collision and stopping-
distance hazards. 

Undocumented ODD  
(Missing) 

Human presentaGons, obstacle 
types, load states, and lighGng 
bands are not enumerated. 

ODD document lisGng obstacle 
categories, human presentaGons, 
load states, and environmental 
bands; reviewed by ML, safety, and 
operaGons. 

 
Step 1: Collect Data Requests 

Failure Mode Cause Mi3ga3on 

Insufficient Coverage Specifica3on 
(Missing) 

Requests do not sGpulate load-
state or human-presentaGon 
variaGon. 

Requests enumerate obstacle 
types, human presentaGons, and 
load states with coverage targets 
per ODD slice. 

Biased Request Priori3za3on 
(Incorrect) 

Requests focus on common 
obstacles at nominal load. 

Cross-funcGonal review with 
domain experts to prioriGze safety-
criGcal slices. 

Outdated Request  
(Too Late) 

Requests issued aaer collecGon is 
under way. 

Requests front-loaded and phase-
gated before Step 2. 

 
Step 2: Collect Data 

Failure Mode Cause Mi3ga3on 

Under-Collec3on of Rare Cases 
(Incorrect or Missing) 

Passive collecGon oversamples 
common cases and under samples 
children, wheelchair users, and 
reflecGve forklias. 

AcGve-learning triggers for 
underrepresented slices; targeted 
supplementary campaigns; 
coverage matrices tracked against 
ODD. 
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Failure Mode Cause Mi3ga3on 

Collec3on Mismatches Intent 
(Incorrect) 

Manual collecGon drias from 
specificaGon without monitoring. 

Automated collecGon with sensor-
verified logging; real-Gme anomaly 
and dria monitoring. 

Late Collec3on  
(Too Late) 

Extended campaigns cause data to 
no longer represent current site 
condiGons. 

Time-boxed windows; refresh 
cadence; version releases per 
ISO/PAS 8800. 

 
Step 3: Ingest Data 

Failure Mode Cause Mi3ga3on 

Time-Synchroniza3on Loss 
(Incorrect or Missing) 

Camera, LiDAR, and load-cell 
streams commingled without 
Gmestamp reconciliaGon. 

End-to-end Gmestamp 
preservaGon with reconciliaGon 
checks; alerts on synchronizaGon 
dria. 

Security Breach at Inges3on 
(Incorrect or Missing) 

SensiGve operaGonal data exposed 
by weak controls. 

EncrypGon in transit and at rest; 
role-based access; immutable audit 
logs. 

Late Data Inges3on  
(Too Late) 

Batch delays cause training on 
outdated snapshots. 

Streaming or micro-batch pipelines 
with service-level agreement (SLA) 
monitoring; latency alerGng. 

 
Step 4: Validate Data 

Failure Mode Cause Mi3ga3on 

Invalid or Corrupt Data  
(Incorrect or Missing) 

Schema mismatches or truncated 
records introduce silent corrupGon. 

Schema validaGon; per-feature 
range checks; sensor-firmware 
conGnuous integraGon. 

Undetected Calibra3on Drii 
(Incorrect or Missing) 

Dirty lens, LiDAR recalibraGon aaer 
firmware update, or load-cell dria 
passes validaGon. 

Automated calibraGon checks 
against reference targets; digital-
twin replay; validaGon straGfied by 
sensor generaGon. 

Incompa3ble Data Commingled 
(Incorrect or Missing) 

Datasets from different sites or 
campaigns combined without 
validaGon. 

Dataset lineage per “Datasheets for 
Datasets”; explicit ODD tagging per 
sample. 

 
Step 5: Construct Ground Truth 

Failure Mode Cause Mi3ga3on 

Annota3on Bias in Obstacle 
Envelopes  
(Incorrect) 

Guidelines do not standardize 
envelope size for occlusion, 
deformable objects, or human 
upper-body sway. 

Explicit guidelines; inter-rater 
agreement (Cohen’s kappa); 
“Datasheets for Datasets”; slice 
audits. 

Label Noise on Rare Presenta3ons 
(Incorrect) 

Automated labels or third-party 
datasets carry errors for wheelchair 
users, children, and seated 
workers. 

Label-quality esGmaGon (Confident 
Learning);[14] random spot checks; 
cross-modal verificaGon. 

Missing Coverage of Transi3on 
Scenarios  
(Missing) 

Ground truth focuses on steady-
state obstacle presence rather than 

Coverage-guided scenario 
generaGon; explicit transiGon 
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Failure Mode Cause Mi3ga3on 
obstacles entering or exiGng the 
envelope. 

annotaGon; out-of-distribuGon 
(OOD) detecGon per ISO/PAS 8800. 

Step 6: Preprocess Data 
Failure Mode Cause Mi3ga3on 

Load-State Signal Discarded 
(Missing) 

PercepGon and load-cell channels 
normalized independently, losing 
correlaGon with required bubble 
geometry. 

Joint preprocessing preserving 
cross-channel relaGonships; explicit 
load-state features. 

Distorted Feature Rela3onships 
(Incorrect) 

Incorrect normalizaGon distorts 
sensor scale. 

Automated feature engineering 
with defined transforms; validaGon 
of distribuGon shape before and 
aaer transform. 

Subop3mal Feature 
Representa3on  

(Too Ligle) 

Missing derived features for 
approach velocity or moGon 
history. 

Documented transformaGons for 
reproducibility; domain-specific 
augmentaGon. 

 
Step 7: Train Model 

Failure Mode Cause Mi3ga3on 

Overfihng to Nominal Cases 
(Incorrect) 

Class imbalance rewards good 
performance on common scenes. 

Class-weighted or focal loss; per-
slice validaGon during training; 
augmentaGon for rare 
presentaGons. 

Algorithm Mismatch  
(Incorrect) 

Architecture chosen without 
empirical comparison for the 
percepGon task. 

Baseline model por{olio as sanity 
check; nested cross-validaGon to 
avoid selecGon bias. 

Ineffec3ve Learning  
(Too Ligle) 

Poor learning-rate or batch-size 
configuraGon. 

Real-Gme monitoring of loss and 
gradient staGsGcs; reproducibility 
harness. 

 
Step 8: Tune Model 

Failure Mode Cause Mi3ga3on 

Aggregate-Metric Tuning  
(Too Ligle) 

Hyperparameter search scored 
against aggregate mean average 
precision (mAP), ignoring per-slice 
degradaGon. 

MulG-objecGve tuning with worst-
slice performance as a constraint; 
per-slice validaGon during tuning. 

Over-Tuning to Spurious Features 
(Too Much) 

Feature selecGon admits site-
specific correlaGons. 

Recursive feature eliminaGon (RFE), 
LASSO, or mutual-informaGon 
selecGon; permutaGon-importance 
validaGon. 

Poor Generaliza3on Aier Tuning 
(Too Ligle) Tuning set reused as test set. Strict three-way split; nested cross-

validaGon where data is scarce. 
 
Step 9: Analyze Model 
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Failure Mode Cause Mi3ga3on 

Aggregate-Only Repor3ng  
(Too Ligle) 

Reports omit per-slice detecGon 
performance. 

Comprehensive slice reporGng per 
Model Cards; per-slice release 
criteria. 

No Error Analysis  
(Not Provided) 

Errors treated as an aggregate rate 
rather than analyzed for pafern. 

Structured error analysis; clustering 
of high-loss examples; afribuGon 
methods (SHapley AddiGve 
exPlanaGons, or SHAP).[15] 

Uninterpretable Results  
(Not Provided) 

No visualizaGons or explainability 
output. 

Confusion matrices, ROC and 
precision-recall curves; 
explainability applied to low-
confidence detecGons. 

 
Step 10: Deploy Model 

Failure Mode Cause Mi3ga3on 

Missing Containment Logic  
(Too Ligle) 

PercepGon output drives speed 
selecGon without an independent 
safety monitor. 

Independent monitor per ISO 
13849 or IEC 62061; conservaGve-
default speed on low confidence; 
load-Ged speed limits; emergency 
stop on safety-rated hardware. 

No Rollback Mechanism  
(Too Ligle) 

Deployment lacks a version-
controlled fallback. 

Blue-green or canary deployment; 
soaware rollback to a known 
release; immutable model arGfacts. 

Downstream Integra3on Masks 
Failures  

(Incorrect) 
Post-processing hides degradaGon. 

Per-deployment thresholds at the 
model boundary; raw output 
logging upstream of post-
processing. 

 
Step 11: Validate Model 

Failure Mode Cause Mi3ga3on 

Test Set Drawn From Same 
Campaign  
(Too Ligle) 

Test data shares training-set blind 
spots, such as site features and 
seasonal personal protecGve 
equipment (PPE). 

Independent dataset collected 
separately; adversarial evaluaGon 
on known edge cases; site-forward 
splits. 

False Sense of Reliability  
(Too Ligle) 

Test distribuGon matches training 
rather than deployment ODD. 

Real-world tesGng on deployment 
condiGons; ODD-coverage audit. 

Poor Performance On New Data 
(Too Ligle) 

Overfipng undetected during 
development. 

Holdout validaGon on 
independently collected data; 
Gme-forward and site-forward 
splits. 

 
Step 12: Analyze Model Feedback 

Failure Mode Cause Mi3ga3on 

Missing Fleet-Expansion Drii 
Monitoring  

(Not Provided) 

Monitoring focuses on the iniGal 
region; new-site dria is undetected. 

Data-dria monitoring per region 
(Kullback-Leibler, or KL, divergence; 
PopulaGon Stability Index, or PSI; 
Kolmogorov-Smirnov, or KS, test); 
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Failure Mode Cause Mi3ga3on 
safety performance indicators 
(SPIs) with per-site ranges; 
expansion gates. 

User Feedback Ignored  
(Not Provided) 

Operator reports discarded; model 
opGmizes for offline metrics. 

User-perspecGve dashboard; 
structured feedback intake with 
triage workflow. 

Model Becomes Obsolete  
(Too Late) 

Seasonal or site change without 
retraining. 

Scheduled retraining Ged to dria; 
new-data ingesGon; deprecaGon 
criteria. 

 
Worked	Example	2:	Humanoid	Inspection	and	Tote	Retrieval	on	Rough	Terrain	

System context. A bipedal humanoid performs inspecGon and tote-retrieval tasks across manufacturing terrain 
(machined floor, graGngs, cable protectors, spill trays, wet areas). An AI-based stability controller, a reinforcement-
learning policy trained primarily in simulaGon with domain randomizaGon, modulates step placement, torso pitch, 
and joint impedance. System-level hazards derived at Step 0 include unsafe joint acceleraGons, uncontrolled falls 
onto personnel or equipment, and dropped-tote impacts. 
 
Step 0: Define Scope 

Failure Mode Cause Mi3ga3on 

Unstated Policy Precondi3ons 
(Missing) 

Feet-in-contact and head-
unrestrained condiGons are implicit 
rather than stated. 

Formal problem statement naming 
the operaGonal state distribuGon 
under which the policy is valid; 
sign-off before Step 1. 

Missing Hazard Analysis  
(Not Provided) 

System-level hazards from stability 
failure not idenGfied before 
scoring. 

Preliminary hazard analysis (FMEA 
or STPA) mapping each ML funcGon 
to fall, contact, and dropped-tote 
hazards. 

Undocumented Terrain ODD 
(Missing) 

Terrain classes, transiGons, and 
payload states not enumerated. 

ODD document lisGng terrain 
classes, transiGon paferns, 
payload states, and support 
configuraGons. 

 
Step 1: Collect Data Requests 

Failure Mode Cause Mi3ga3on 

Under-Specified Terrain and 
Payload Varia3on  

(Missing) 

Requests focus on nominal 
locomoGon at nominal payload. 

Requests enumerate terrain 
classes, transiGons, payloads, and 
support configuraGons with 
coverage targets. 

Biased Request Priori3za3on 
(Incorrect) 

SimulaGon-cheap terrain over 
requested; hardware-only cases 
under requested. 

Cross-funcGonal review with 
controls, ML, safety, and 
operaGons. 

Outdated Request  
(Too Late) 

Requests issued aaer policy 
training is under way. 

Requests front-loaded and phase-
gated before Step 2. 

 
Step 2: Collect Data 
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Failure Mode Cause Mi3ga3on 

Overreliance on Simula3on 
(Incorrect or Missing) 

SimulaGon is inexpensive and 
produces nominal-terrain data; 
hardware is costly and under 
collected. 

Targeted hardware campaigns; 
systemaGc sim-to-real discrepancy 
metrics; acGve learning where 
simulaGon and hardware diverge. 

Collec3on Mismatches Intent 
(Incorrect) 

Manual hardware collecGon 
deviates from specificaGon. 

Automated collecGon with 
instrumented logging; real-Gme 
anomaly and dria monitoring. 

Late Data Collec3on  
(Too Late) 

Extended campaigns cause data to 
no longer represent current terrain. 

Time-boxed windows; refresh 
cadence; version releases per 
ISO/PAS 8800. 

 
Step 3: Ingest Data 

Failure Mode Cause Mi3ga3on 

Mul3-Rate Stream Misalignment 
(Incorrect or Missing) 

PropriocepGve, exterocepGve, and 
inerGal streams treated as 
synchronous at ingest. 

Timestamp-preserving ingest with 
reconciliaGon; documented 
resampling policy; dria alerts. 

Security Breach At Inges3on 
(Incorrect or Missing) 

SensiGve operaGonal data exposed 
by weak controls. 

EncrypGon in transit and at rest; 
role-based access; immutable audit 
logs. 

Late Data Inges3on  
(Too Late) 

Batch delays cause training on stale 
samples. 

Streaming or micro-batch pipelines 
with SLA monitoring; latency 
alerGng. 

 
Step 4: Validate Data 

Failure Mode Cause Mi3ga3on 

Undetected Sim-to-Real Gap 
(Incorrect or Missing) 

ValidaGon confirms internal 
consistency but not simulaGon-
versus-hardware agreement. 

Automated simulaGon-to-
hardware distribuGon comparison 
on matched terrain; digital-twin 
replay. 

Undetected Anomalies  
(Incorrect or Missing) 

Outliers and distribuGon shias pass 
through validaGon. 

Automated anomaly detecGon; 
cross-modal consistency checks. 

Incompa3ble Data Commingled 
(Incorrect or Missing) 

Data from different hardware units 
combined without straGficaGon. 

Dataset lineage per “Datasheets for 
Datasets”; explicit unit tagging. 

 
Step 5: Construct Feedback Signal 

Failure Mode Cause Mi3ga3on 

Misaligned Reward Specifica3on 
(Incorrect) 

Reward prioriGzes efficiency and 
task success without penalizing 
divergent stabilizaGon or 
precondiGon violaGon. 

Reward shaping with safety 
constraints (joint bounds, near-fall 
penalty, precondiGon-violaGon 
terminaGon); safe-RL techniques; 
adversarial evaluaGon. 

Reward Hacking  
(Incorrect) 

Reward funcGon admits loopholes 
rewarding aggressive correcGons. 

Tamper-resistant reward design; 
causal-influence analysis; 
simulaGon validaGon cross-checked 
with human-preference models. 
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Failure Mode Cause Mi3ga3on 

Missing Precondi3on Tagging 
(Missing) 

Training episodes not labeled with 
support configuraGon and terrain 
class. 

Explicit episode metadata; slice-
based analysis of reward against 
precondiGon state. 

 
Step 6: Preprocess Data 

Failure Mode Cause Mi3ga3on 

Terrain-Transi3on Signal 
Agenuated  
(Missing) 

ObservaGon down sampling 
smooths short-duraGon transiGons 
below detecGon threshold. 

Preprocessing preserves high-
frequency content around 
transiGons; explicit transiGon 
features. 

Distorted Feature Rela3onships 
(Incorrect) 

Incorrect normalizaGon across 
sensor modaliGes. 

Automated feature engineering; 
validaGon of distribuGon shape 
before and aaer transform. 

Subop3mal Feature 
Representa3on  

(Too Ligle) 

Missing derived features for terrain 
history and payload state. 

Documented transformaGons for 
reproducibility; domain-specific 
augmentaGon. 

 
Step 7: Train Model 

Failure Mode Cause Mi3ga3on 

Overfihng to Simula3on 
Dynamics  
(Incorrect) 

Training exclusively in simulaGon 
with fixed physics parameters 
produces a policy tuned to 
simulator characterisGcs. 

Domain randomizaGon across 
mass, fricGon, actuator dynamics, 
and terrain; sim-to-real transfer; 
on-hardware fine-tuning. 

Algorithm Mismatch  
(Incorrect) 

RL algorithm choice not empirically 
compared against task structure. 

Baseline algorithm por{olio; 
nested cross-validaGon to avoid 
selecGon bias. 

Ineffec3ve Learning  
(Too Ligle) 

Poor exploraGon or reward-scaling 
configuraGon. 

Real-Gme monitoring; 
reproducibility harness; safe-
exploraGon constraints. 

 
Step 8: Tune Model 

Failure Mode Cause Mi3ga3on 

Aggregate-Reward Tuning  
(Too Ligle) 

Hyperparameter search scored 
against mean training reward. 

MulG-objecGve tuning with worst-
terrain-class performance as a 
constraint; per-terrain-class 
validaGon. 

Over-Tuning to Nominal Terrain 
(Too Much) 

ConfiguraGons favoring machined-
floor performance dominate. 

Explicit constraint on rare-terrain 
performance; permutaGon-
importance validaGon. 

Poor Generaliza3on Aier Tuning 
(Too Ligle) 

Tuning against training-terrain 
distribuGon alone. 

Strict three-way split by terrain 
class; hardware-based validaGon. 

 
Step 9: Analyze Model 
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Failure Mode Cause Mi3ga3on 

Aggregate-Only Stability Metrics 
(Too Ligle) 

Reports omit per-terrain-class 
stability signals. 

Per-slice reporGng; per-terrain 
release criteria for safety-criGcal 
classes. 

No Error Analysis  
(Not Provided) 

Near-fall events treated as an 
aggregate rate. 

Structured analysis of near-fall 
clusters; explainability of policy 
acGons on borderline scenarios. 

Uninterpretable Results  
(Not Provided) 

Policy behavior remains opaque to 
safety reviewers. 

Explainability tooling applied to 
borderline decisions; Model Cards 
documenGng known limitaGons. 

 
Step 10: Deploy Model 

Failure Mode Cause Mi3ga3on 

Missing Containment Logic  
(Too Ligle) 

Policy commands reach the joints 
without an independent safety 
monitor. 

RunGme moGon bounding; safety 
monitor per ISO 13849 or IEC 
62061; precondiGon monitoring 
with safe-state transiGon; 
emergency stop on safety-rated 
hardware. 

No Rollback Mechanism  
(Too Ligle) 

Deployment lacks a known-good 
policy fallback. 

Version-controlled release; 
soaware rollback; immutable 
policy arGfacts. 

Downstream Integra3on Masks 
Failures  

(Incorrect) 

Task-layer logic compensates for 
control-layer errors. 

Per-deployment thresholds at the 
policy boundary; raw command 
logging upstream of post-
processing. 

 
Step 11: Validate Model 

Failure Mode Cause Mi3ga3on 

Simula3on-Only Valida3on  
(Too Ligle) 

ValidaGon captures none of the 
sim-to-real gap. 

Independent validaGon on mulGple 
hardware units across the terrain 
distribuGon. 

False Sense of Reliability  
(Too Ligle) 

Test distribuGon matches training 
rather than deployment. 

Real-world evaluaGon on 
deployment condiGons; adversarial 
evaluaGon on precondiGon-
violaGon scenarios. 

Single-Unit Valida3on  
(Too Ligle) 

ValidaGon on one hardware unit 
misses unit-to-unit variaGon. 

MulG-unit evaluaGon; unit-forward 
splits reported alongside random 
splits. 

 
Step 12: Analyze Model Feedback 

Failure Mode Cause Mi3ga3on 
Missing Stability-Signal 

Monitoring  
(Not Provided) 

Post-deployment focus on task-
success metrics; underlying 
stability signals unmonitored. 

SPIs on stability signals with per-
unit ranges and alerGng; dria 
monitoring on encountered terrain. 

User Feedback Ignored  
(Not Provided) Operator reports discarded. Structured feedback intake with 

triage; user-perspecGve dashboard. 
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Failure Mode Cause Mi3ga3on 

Model Becomes Obsolete  
(Too Late) 

Hardware wear or environmental 
change without retraining. 

Scheduled retraining Ged to dria; 
deprecaGon criteria defined and 
enforced. 
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