SAE World Congress 2026-01-0079 Pre-print

The ML FMEA in Action:

Lessons from Applications of Machine Learning Safety

Bodo Seifert
Neil Wadhvana Sr. Automotive Functional Akshay Chalana
Machine Learning Group Lead _ Safety Engineer CEO and Co-Founder
TORC Robotics TUV Rheinland Group Saphira Al
Majed Mohammed
Justin Poh Technical Fellow Functional Michael Wagner
Senior Safety Engineer Safety Chief Safety Officer
TORC Robotics APTIV Edge Case
Fahim Mannan
Simon Diemert Staff Machine Learning Jerry Lopez
VP Engineering Engineer Sr. Director Safety Assurance
Critical Systems Labs TORC Robotics TORC Robotics
Krzysztof Pennar (;h?fl;a?yaESh} nde David Ward
Principal Safety Engineer t%FO;Cegobgﬁlcnseer Global Head of Safety
TORC Robotics HORIBA MIRA Ltd.
Paul Schmitt
Director of Engineering Safety
Reynolds & Moore
Abstract Introduction

The increasing use of machine learning in safety-critical systems
presents significant challenges for organizations seeking to ensure
reliability, accountability, and public trust. Unlike traditional
software, machine learning systems rely heavily on data and statistical
learning processes, making their behavior more difficult to predict,
explain, and verify. As a result, many existing safety and risk
management practices struggle to adequately address the unique risks
introduced by learning-enabled components.

This paper presents practical lessons from the application of the
Machine Learning Failure Mode and Effects Analysis (ML FMEA)
method, an open-source framework designed to systematically
identify and manage risks throughout the machine learning
development process. Building on established engineering safety
practices, ML FMEA provides a structured approach for connecting
data, models, and development decisions to system-level safety
outcomes.

Using detailed examples drawn from active autonomous vehicle and
humanoid robot development projects, this work demonstrates how
ML FMEA is applied in real engineering environments. These
examples illustrate how the method supports problem definition,
pipeline documentation, hazard analysis, and failure mode
prioritization, and how it enables consistent communication across
safety, systems, and machine learning teams. The paper further
reports refinements to the ML FMEA framework, including enhanced
pipeline stages, tailored risk assessment criteria, and systematic
alignment with international safety standards.

Through open-source collaboration and cross-industry validation, ML
FMEA has matured into a practical toolset for supporting auditable,
repeatable, and risk-aware development of learning-enabled systems.

The integration of machine learning (ML) into safety-critical systems
continues to accelerate across industries, from autonomous vehicles to
medical diagnostics. This rapid adoption has outpaced the
development of standardized risk assessment methodologies tailored
to ML’s unique characteristics. Traditional software safety analysis
techniques often fail to address the probabilistic nature, data
dependencies, and opacity inherent in ML systems.

The ML Failure Modes and Effects Analysis (ML FMEA) method,
introduced by Schmitt et al.[1], addressed this gap by adapting and
extending the well-established Process Failure Mode and Effects
Analysis (PFMEA) framework[2] to the ML development pipeline.
The ML FMEA is open source to facilitate knowledge sharing and
adaptation to applications and industries[3]. The original ML FMEA
mapped this proven methodology to an eleven-step ML pipeline, from
data collection to model validation. Since its introduction, multiple
organizations across diverse industries have implemented the ML
FMEA method, generating valuable insights about its practical
application. To enable sharing of lessons learned and advancing the
overall approach across industries and applications, the ML FMEA
Collaborative was formed[4].

From the Collaborative knowledge sharing, this paper presents the
results from two specific applications: autonomous vehicles and
humanoid robots. The results include methodological refinements,
lessons learned, connection to safety standards, and evidence of the
method’s maturity for widespread adoption.



Related Work

The need for systematic safety analysis methods tailored to ML
systems has become increasingly evident across domains such as
automated driving, robotics, medical diagnostics, and aerospace.
Traditional safety and quality frameworks, such as IEC 61508[5], ISO
26262[6], ISO 21448 (Safety of the Intended Functionality
(SOTIF))[7], ISO/TS 5083[8], and UL 4600[9], acknowledge the
safety impact of ML components but offer limited prescriptive
guidance for addressing ML-specific failure modes. Recent additions
like ISO/PAS 8800[10] provide preliminary structure for Al risk
analysis, encouraging alignment with existing safety case
frameworks. However, these standards do not fully address the
challenge of proactively identifying and mitigating hazards that
emerge uniquely from data-driven, non-deterministic ML-based
systems. Similarly, academic literature has explored various
risk-based perspectives for ML systems, from explainability and
interpretability techniques to statistical robustness checks, but these
often lack actionable process integration within engineering pipelines.
This gap in actionable, structured safety tools for ML has motivated
the development of the ML FMEA framework to address the unique
properties of ML development pipelines.

The ML FMEA was earlier introduced as a conceptual framework[1],
structured around three foundational elements: (1) a Process-Oriented
ML Pipeline, mapping the flow of data, models, and decisions from
data ingestion to field deployment; (2) a Role-Based ML FMEA
Template (See Figure 1), which enables subject-matter experts from
various disciplines (e.g., ML developers, safety engineers, data
scientists, systems integrators) to identify, describe, and score
potential failure modes; and (3) an Open-Source Toolkit[3]. These
elements were designed to promote industry-wide collaboration,
adaptability, and flexibility in implementation across domains. The
approach retains the core principles of a PEMEA: systematic
identification of failure modes, cause-effect traceability, and
prioritization using risk scores. But the approach tailors the severity,
occurrence, and detection criteria to ML-specific risks such as label
noise, dataset drift, incomplete requirements, and weak model
generalization. Importantly, the ML FMEA method also introduces
containment concepts for data, models, and pipeline artifacts,
allowing for more granular mitigation planning.

The ML FMEA Template

Figure 1: Reference ML FMEA Template [1] with prepopulated failure modes,
causes, and mitigations. See the Open Source ML FMEA Repository([3] for the
latest updates.

While the ML FMEA method has garnered interest across industry
sectors, the original paper presents the method primarily as a
conceptual contribution. It emphasizes the motivation for extending
traditional safety tools into the ML domain, and provides early-stage
templates and ranking tables to guide adoption. However, at the time
of publication, the approach had not yet been evaluated or validated in

real-world ML development settings. The present work addresses this
need for evaluation by offering a concrete implementation case study.
The results of this case study highlight not only how the method
integrates into real-world ML workflows, but also how it facilitates
cross-functional collaboration, traceable risk assessments, and
standards-aligned safety documentation.

Contribution

This paper makes four primary contributions to the field of Artificial
Intelligence safety engineering.

Contribution 1: ML FMEA Pipeline Clarification - We present two
new steps to the ML FMEA framework that fill gaps identified during
ML FMEA application projects.

* ML Pipeline “Step Zero” for problem definition and hazard
analysis of the encompassing system.

» Step 5: Construct Ground Truth or Feedback Signal for data
annotation and reward function development.

To highlight the application and benefits of each step, we present
real-world applications of an autonomous vehicle and a humanoid
robot.

Contribution 2: Tailored Risk Assessment Criteria - We provide
adapted Severity, Occurrence, and Detection rating criteria
specifically tailored for ML pipeline assessment. These criteria
resolve ambiguities encountered when applying traditional PFMEA
metrics to ML development processes.

Contribution 3: Demonstration of Standards Alignment - We
demonstrate systematic alignment between ML FMEA artifacts and
requirements from ISO/PAS 8800, ISO 21448 (SOTIF), ISO/TS 5083,
ISO/IEC TR 5469, and UL 4600, providing a bridge between ML
development practices and safety certification requirements.

Contribution 4: Cross-Industry ML FMEA Perspectives - We
present perspectives and deployment pathways across automotive,
aerospace, industrial robotics, and defense sectors, highlighting the
method’s adaptability and establishing best practices for
domain-specific customization.

Application Examples

To demonstrate the practical utility of the ML FMEA methodology
and how it addresses current safety-critical pain points, we present
real-world examples across different domains. These examples
illustrate how each of the contributions outlined in this work
contribute to solving tangible industry challenges.

Autonomous Vehicle System

Perception Subsystem
Road and
Lane Model

Figure 2: Autonomous Vehicle system diagram highlighting Road and Lane

Planning Subsystem

Model component.

Autonomous Vehicle Application A representative example comes
from the domain of autonomous vehicles (AVs), where the Perception
subsystem includes a machine-learned model responsible for road and
lane detection. The model is called the Road and Lane model. This
model serves two critical functions: identifying lane boundaries
adjacent to the subject vehicle and identifying lane boundaries in



adjacent lanes. See Figure 2 for simplified reference architecture.
Note that this example extrapolates equally to modular end-to-end
machine learning or mixed (analytical and machine learning)
architectures.[11] [12]

Humanoid Robot System

Perception Subsystem Planning Subsystem Control Subsystem
Human Actuation
Detection Control Policy
Model Model

Figure 3: Humanoid Robot system diagram highlighting the Human Detection

and Actuation Control Policy model components.

Humanoid Robot Application. Another representative example
comes from the domain of humanoid robots deployed in warehouses
and research labs for tasks such as object transport, sorting, and
interaction in human-populated spaces. These systems rely on learned
control policies for locomotion and manipulation, and perception
models to detect human presence and maintain safe separation. See
Figure 3 for the simplified reference architecture. In one past incident,
a reinforcement learning—based policy trained in simulation exhibited
unstable recovery behaviors when deployed on physical hardware,
leading to unsafe joint accelerations under unexpected perturbations.
In another past incident, a human detection system failed to reliably
identify seated or partially occluded individuals, resulting in
proximity violations. Application of the ML FMEA revealed failure
modes tied to insufficient data diversity, weak reward specification,
and missing containment logic during deployment. Mitigations
included runtime motion bounding, improved annotation guidelines,
and integration of confidence thresholds into the robot’s safety
monitors. These changes enabled traceability between ML artifacts
and safety-relevant system behavior, and supported alignment with
functional safety standards such as ISO 13849 and IEC 62061.

Confidentiality Disclaimer. The application examples presented in
this paper are intentionally described at a level of abstraction that
supports clear illustration of the ML FMEA methodology and its
benefits. Specific technical details, proprietary architectures, or
sensitive system parameters have been omitted or generalized in order
to respect confidentiality obligations and protect intellectual property.
The examples remain representative of real-world use cases and are
sufficient to demonstrate the relevance and applicability of the
proposed contributions.

ML Pipeline “Step Zero”

When the ML FMEA framework was applied in multiple projects, the
development teams identified the need for a preliminary activity that
precedes Step 1 (Collect Data Requests). In practice, several
challenges arose before data collection could even begin. Teams were
uncertain about what problem the ML model was intended to solve,
how the performance of an ML model would be evaluated for safety,
and which stages of the development pipeline were considered in or
out of scope for analysis. To address these recurring issues, the ML
FMEA application team introduced a “Step Zero”: Define Scope. See
Figure 4.

Clarifying the Problem

Early ML FMEA workshops often began with an assumption that the
purpose of an ML model was already well understood. However,
experience revealed that vague or evolving problem statements about
why an ML model is needed led to inconsistent risk assessments and
misaligned mitigation strategies. Defining the problem first proved
essential to grounding later discussions of potential failure

modes [13, 14, 15]. This included defining what the ML model is
intended to achieve, and how its output contributes to or influences the

encompassing system’s behavior under certain operating conditions.

This activity resembles the “Understand the Objectives” phase
described in ISO 29119-11 [16], and it provided a natural alignment
point with the governance practices outlined in ISO 42001 [17] and
ISO 23053 [18]. Once the objectives were made explicit, teams were
better equipped to evaluate whether ML was the appropriate solution
at all, or whether a deterministic or rules-based approach would be
more transparent, verifiable, and cost-effective [19, 20].

» Autonomous Vehicle Example. In the context of a perception
model tasked with detecting lane boundaries, clarity around the
model’s intended functional scope is essential for consistent risk
analysis. For example, if the Road and Lane model is assumed
to provide subject vehicle lateral localization, when that function
is instead performed by a separate downstream localization
component, failure modes may be incorrectly attributed or
overlooked. Similarly, if the model detects not only subject
vehicle lane boundaries but also those of adjacent lanes,
omitting this detail in the problem definition can lead to
underrepresented hazards, such as unintended lane departure or
unsafe adjacent-lane merging. Without explicit articulation of
model responsibilities and system boundaries, severity
assessments may fail to account for the full set of vehicle-level
hazards influenced by the model’s outputs. Formal clarification
of the model’s role enables consistent mapping between
function, failure mode, and system-level safety impact.

¢ Humanoid Robot Application. For a humanoid robot
performing a transport task while walking through a warehouse,
the perception subsystem is typically responsible for supporting
safe navigation in human-populated environments. This includes
detecting nearby humans, estimating occupied and free space,
and identifying obstacles that may intersect with the robot’s
walking envelope. If the purpose and boundaries of this
perception function are not explicitly defined, risk analysis can
become inconsistent. For example, treating the perception task
as limited to floor-level obstacle detection omits hazards
associated with upper-body collisions, occlusions from shelving,
or transient human motion near the robot’s torso and arms. By
clearly defining the perception model’s role as providing inputs
for safe footstep placement and whole-body collision avoidance
under dynamic conditions, severity assessments can be
grounded in the full range of system-level hazards associated
with the transport task. This clarification enables consistent
identification of failure modes and defensible linkage between
perception performance and potential unsafe system behavior.

Documenting the Pipeline

Another insight from early implementations was the lack of a
common, documented view of the ML pipeline itself. Different teams
used the term “pipeline” to mean different things. Sometimes, the
“pipeline” included only the training process. Other times, the full
lifecycle including deployment and feedback was included.

To create a shared reference, teams defined the specific steps used in
their workflow using a concise “verb + noun” phrasing (e.g., Collect
Data Requests, Validate Data, Train Model). See Figure 4. This
exercise clarified both the value added at each step and the interfaces
between roles. By explicitly documenting the pipeline itself,
development teams and safety reviewers were better able to align on
scope, responsibilities, and terminology. This is consistent with open
documentation practices advocated by Gebru et al. [13] and

Mitchell et al. [14]. It also provided a stable artifact for future audits
and process improvement discussions, consistent with documentation
practices in ISO/PAS 8800[10] and ISO/IEC TR 5469[21].

* Autonomous Vehicle Application. For an autonomous vehicle
driving within a roadway lane, inconsistent or vague definitions
of the perception pipeline can obscure the traceability of failure
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Figure 4: ML Pipeline updated with Step Zero and Step 5. Additionally the data

steps, model steps, and deployed model steps are highlighted.

modes. For the Road and Lane model, if the “validate data”
step[1] is ambiguously defined, it may be interpreted as validate
data format conversion or validate perception sensor calibration.
Other interpretations could assume data diversity verification
and completeness across the operational design domain (e.g.,
lane types, weather conditions, and road geometries). Without
clear delineation of steps such as data coercion, annotation
verification, and taxonomy normalization, it becomes unclear
whether key failure contributors such as mislabeled dashed lines
(e.g., “dashed” vs. “broken” white line) or inconsistent 3D
coordinate frames, are addressed during data preparation or
deferred to later model evaluation. This lack of clarity reduces
the defensibility of severity assessments and hinders consistent
identification of failure modes.

¢ Humanoid Robot Application. For a humanoid robot
performing a transport task while walking through a warehouse,
ambiguity in the definition of the perception pipeline similarly
led to misalignment in risk analysis. In particular, steps related
to data validation and preparation were interpreted
inconsistently across disciplines. Some interpretations treated
validation as confirming sensor integrity and timestamp
alignment, while others assumed it included verification that
datasets adequately represented safety-relevant scenarios such as
human occlusions, varied postures, and interactions near
shelving or pallets. Without explicitly documenting these
pipeline activities, it was unclear whether gaps in dataset
diversity—such as limited examples of partially occluded or
seated humans—were addressed upstream or deferred to later
model evaluation stages. Explicitly documenting the perception
pipeline using clear step definitions enabled consistent
identification of failure modes related to insufficient data
coverage and improved traceability between perception
limitations and potential hazards during the transport task.

Establishing Common Vocabulary

Throughout implementation, terminology mismatches emerged as a
subtle but frequent source of confusion. Terms such as “validation,”
“testing,” or “performance” carried different meanings to data
scientists and safety engineers. Creating a shared glossary early in the
process that links ML concepts to established safety language from
ISO 26262, ISO 21448, and PFMEA proved to be one of the most
effective low-cost ways to improve communication and review
quality [15]. Similarly, defining success metrics and acceptance
criteria during Step Zero made downstream discussions of “good
enough” more objective [14]. By articulating performance thresholds,
coverage criteria, or safety indicators upfront, ML FMEA analyses
could be performed more efficiently because mitigations could be
evaluated against explicit goals rather than intuition.

Clarifying “Safety”

During implementation workshops, teams observed that even the term
“safety” itself carried different meanings depending on disciplinary
background. Within the ML research community, safety commonly
refers to an algorithm’s ability to satisfy constraints or remain within
defined safe bounds during learning or operation. Representative
examples include methods that guarantee Lyapunov stability[22],
probabilistic constraint satisfaction[23], or bounded risk under
distributional uncertainty[24]. In this sense, safety denotes a property
of the learning or control process, an internal guarantee of bounded
behavior given explicit mathematical assumptions. It is typically
verified through proofs, convergence bounds, or empirical validation
under modeled conditions.

By contrast, functional safety engineering defines safety as the
freedom from unreasonable risk to people or property, as codified in
standards such as IEC 61508, ISO 26262, ISO 21448, ISO/TS 5083
and UL 4600. This perspective is inherently system-level,
emphasizing hazard identification, risk reduction, and assurance
arguments supported by evidence. Algorithmic “safety” alone is
therefore insufficient: a stable or constraint-satisfying model may still
contribute to an unsafe system if used without appropriate context,
redundancy, or supervision. It is therefore necessary to bridge these
interpretations by deriving model-level safety properties based on
required system-level hazard mitigations.

Analyzing Hazards

As part of the ML FMEA, the effects of a ML development pipeline
failure mode must be identified to enable severity estimated.
However, when the ML FMEA was applied to real-world projects,
teams realized that the safety-relevant, system-level effect of a failure
mode in the ML development pipeline must be identified in terms of
potential unsafe behavior of the encompassing system in which the
ML component is used[19]. Similarly, scoring the severity of a failure
mode also requires understanding the role of the ML component
within the broader encompassing system.

* Autonomous Vehicle Application. When identifying
vehicle-level hazards associated with the Road and Lane model,
the analysis begins with a clear definition of the model’s
functions. As previously described, this model performs the
function of identifying lane boundaries directly adjacent to the
subject vehicle. At the Perception subsystem level (see Figure
2), this function supports the higher-level task of localizing the
vehicle within its lane. At the vehicle level, it ultimately
supports the operational goal of maintaining the vehicle within
its intended lane of travel. Failure of this model function was
therefore directly linked to the hazards (1) unintentional lane
departure and (2) collision with a vehicle in an adjacent lane.
Establishing these traceable relationships enables severity
assessment of associated failure modes.

* Humanoid Robot Application. For a humanoid robot
performing a transport task in a warehouse, the perception
subsystem supports safe locomotion by detecting nearby
humans and estimating occupied space. At the system level, this
function enables collision avoidance while the robot walks
through shared work areas. A failure of this function (i.e., a false
negative human detection due to occlusion by shelving or
carried objects) was directly linked to the hazard of unintended
contact between the robot and a nearby person. Establishing this
traceable relationship between perception failure modes and
system-level hazards enabled consistent severity assessment
within the ML FMEA.

Step Zero introduces preliminary hazard analysis to connect
ML-specific failure modes to system-level hazards of the
encompassing system[20]. This analysis establishes the foundation for
severity assessments by explicitly linking data quality issues or model



performance degradation to potential system-level consequences. The
definition and hazard analysis of the encompassing system involves:

* Identifying the safety-critical function that an ML component
performs within the encompassing system

* Determining how the ML component’s outputs are used to make
system-level decisions

* Performing a hazard analysis (e.g., FMEA, Systems-Theoretic
Process Analysis (STPA)) of the encompassing system to
determine how undesirable outputs of the ML component could
lead to system-level hazards of the encompassing system (e.g., a
collision for an autonomous vehicle).

Reflections and Recommendations

Experience across multiple ML FMEA implementations showed that
introducing Step Zero (See Figure 4) fundamentally changed both the
quality and efficiency of the analysis. Teams that began with a
structured problem definition, a documented pipeline and
terminology, and a preliminary hazard analysis entered the subsequent
ML FMEA sessions with a shared understanding of context and
consequence. Rather than debating terminology or scope, participants
could focus directly on identifying credible failure modes and
assessing their safety relevance.

The inclusion of hazard analysis proved especially valuable. By
explicitly linking ML-specific process failures (e.g., incomplete data,
labeling errors, or model drift) to the potential unsafe behaviors of the
encompassing system, analysts were able to assign severity rankings
with far greater consistency and defensibility. This integration also
strengthened traceability between process-level failures and
system-level hazards, enabling the ML FMEA to serve as supporting
evidence within broader safety cases and hazard logs.

From an organizational perspective, Step Zero provided a unifying
preparation activity that bridged disciplines. Data scientists, systems
engineers, and safety practitioners could align on terminology,
assumptions, and acceptance criteria before risk scoring began. This
up-front collaboration reduced rework, improved audit readiness, and
created a repeatable pattern for future analyses. The time investment
was small (often a single facilitated session) but the clarity it provided
benefited the entire lifecycle of the project.

In summary, the lessons learned from implementation suggest that
Step Zero should be viewed not merely as an administrative prelude
but as an enabling foundation for rigorous safety analysis of
machine-learning systems. When objectives, pipeline definitions, and
hazard relationships are established early, the ML FMEA can be used
to connect process quality to system safety. This refinement reflects
the growing maturity of safe ML practices and aligns naturally with
the intent of emerging standards such as ISO 42001, ISO 23053,
ISO/IEC TR 5469, and ISO/PAS 8800.

New ML Pipeline Step 5: Construct Ground
Truth or Feedback Signal

Step 5 Description

The feedback from the ML FMEA application teams identified a
critical gap between the Validate Data step and the Preprocess Data
step of the ML pipeline. The updated ML Pipeline now includes Step
5: Construct Ground Truth or Feedback Signal, which branches based
on the ML learning paradigm:

* Supervised Learning: “Construct Ground Truth” - covering label
generation, quality control, and annotation consistency

* Reinforcement Learning: “Construct Feedback Signal” -
addressing reward specification, shaping, and validation

Making this step explicit captures common failure sources such as
systematic annotation bias, label noise, reward hacking
vulnerabilities, and misaligned objective functions. Including this
activity as an explicit step in the ML development pipeline enables
teams to identify and mitigate quality issues that were previously
hidden between data validation and preprocessing.

Step 5 Failure Modes

Following the pattern established in Introducing the ML FMEA[1], the
authors identified potential failure points unique to Step 5:
Constructing Ground Truth or Feedback Signals, along with
typical causes and mitigation proposals. The examples that follow are
drawn from supervised and reinforcement learning applications
typical across industry applications.

Failure 1: Systematic Annotation Bias or Inconsistent
Labeling

Cause: Human annotators or labeling tools apply subjective or
inconsistent criteria, resulting in biased or unreliable ground truth.
Effect: Downstream models learn and reinforce existing contextual or
environmental biases, reducing generalization and safety margin.
Mitigations: Develop explicit annotation guidelines and document
dataset motivation, composition, and intended use following
“Datasheets for Datasets” [13]. Use inter-rater agreement metrics
such as Cohen’s « [25] or Fleiss’ « [26] to verity labeling consistency.
Apply bias-auditing techniques and structured labeling interfaces to
minimize subjective drift. Publish dataset documentation alongside
model “Model Cards” [14] to ensure transparency of labeling
assumptions.

* Autonomous Vehicle Application. For the Road and Lane
model, a key failure cause is systematic annotation bias,
particularly when annotations consistently deviate toward one
side of the subject vehicle lane. In such cases, the model may
learn an inappropriate offset or skewed understanding of lane
boundaries. If the biased labels are localized to a subset of the
training data (e.g., such as those provided by a specific
annotator) the inconsistency can lead to training instability.
During training, the model may exhibit poor convergence.

* Humanoid Robot Application. For a humanoid robot operating
in a warehouse, systematic annotation bias (e.g., inconsistent
labeling of partially occluded humans) can lead to false negative
detections, causing the robot to underestimate occupied space
and increasing the risk of unintended human contact during
transport tasks.

Failure 2: Label Noise or Corrupted Ground Truth

Cause: Errors introduced during automated labeling, data ingestion,
or the integration of third-party datasets.

Effect: Label noise reduces model reliability and can mask true
safety-critical failure cases.

Mitigations: Apply automated label-quality estimation such as
Confident Learning [27] to identify and correct mislabeled samples.
Perform random spot checks and human audits, motivated by
evidence of pervasive test-set label errors [28]. Maintain dataset
lineage and provenance metadata [13] to ensure traceability. Use
cross-modal verification (e.g., image—text or LIDAR—camera) to
detect inconsistent annotations prior to model training.

* Autonomous Vehicle Application. For the Road and Lane
model, a key concern is mismatch between the training data
coverage versus the intended use of the model. Specifically, the
model is intended to support lateral localization in a wide variety
of road types, including unstructured environments such as
intersections, reversible lanes, and construction zones. Examples
training data mismatch issues include an overrepresentation of



well-marked highway segments as well as a lack of edge cases
involving temporary markings, occluded lanes, or inconsistent
curb definitions. The effect of this mismatch is that the model is
likely to underperform in situations where robust behavior is
critical for safety.

* Humanoid Robot Application. For a humanoid robot operating
in a warehouse, label noise in training data (e.g., such as
corrupted or inaccurate annotations of partially occluded
humans) can result in missed detections in cluttered
environments, reducing the reliability of human proximity
estimation during transport tasks.

Failure 3: Misaligned Objective Functions

Cause: The metrics optimized during training (e.g., accuracy or
cumulative reward) fail to represent system-level performance or
safety intent.

Effect: Models optimize proxies that diverge from operational goals,
leading to unsafe or unethical behavior.

Mitigations: Apply inverse reward design to represent uncertainty
over designer intent [29]. Incorporate human-in-the-loop validation
using preference-learning methods [30]. Define explicit
safety-oriented performance indicators in Step Zero, informed by Al
safety hazard catalogs [19]. Regularly review optimization metrics
against system-level hazard analyses and safety of the intended
function (SOTIF) functional-insufficiency criteria [31].

* Autonomous Vehicle Application. For the Road and Lane
model, misalignment between the training objective and the
system-level function arose from the structure of the loss
function. One identified cause was the uniform penalization of
errors across all predicted lane boundaries, regardless of their
proximity to the subject vehicle. This configuration resulted in
an overcritical model (i.e., one that disproportionately
emphasizes less-relevant features, such as distant lane lines) at
the expense of performance near the subject vehicle lane.
Alternatively, a loss function that penalizes errors only near the
subject vehicle yielded an undercritical model, insufficiently
attentive to adjacent lanes. This impairs situational awareness
needed by downstream modules during edge cases (e.g., merges
or cut-ins).

¢ Humanoid Robot Application. For a humanoid robot
performing warehouse transport tasks, a misaligned objective
function that prioritizes task efficiency (e.g., minimizing
traversal time or energy use) without adequately penalizing
proximity to humans can lead to policies that satisfy training
metrics while violating required separation distances. This
divergence between optimized objectives and system-level
safety intent highlights the need to explicitly encode
human-safety constraints when defining learning objectives.

Failure 4: Reward Hacking or Unintended Optimization
Behavior

Cause: In reinforcement-learning systems, the reward function does
not align with the true system objectives, leading to exploitation of
loopholes.

Effect: Agents achieve high numerical reward while performing
unsafe or undesirable actions.

Mitigations: Incorporate safety constraints and tamper-resistant
reward design principles [32]. Adopt safe reinforcement-learning
techniques that constrain exploration or penalize unsafe

transitions [20]. Use causal-influence analysis or adversarial testing to
identify reward-tampering pathways [19]. Validate learned behaviors
in simulation before deployment and cross-verify with
human-preference models [30].

* Autonomous Vehicle Application. This failure type was not
applicable to the Road and Lane model, as the model

architecture is based on supervised learning using convolutional
neural networks (CNNs). No reinforcement learning (RL)
elements were used in training or deployment. Therefore, the
failure related to incomplete exploration of the state-action space
during RL policy learning was not evaluated in this context.
Rather, this failure type was developed as a corollary to Failure
3, applying the same failure logic to the RL context.

* Humanoid Robot Application. This failure type was not
applicable to the humanoid perception system analyzed for
warehouse transport, as the human-detection functionality was
trained using supervised learning rather than reinforcement
learning. Consequently, reward hacking or unintended
optimization behavior was not evaluated for this failure mode,
which was instead considered relevant only for RL-based
locomotion or manipulation controllers analyzed elsewhere.

Failure 5: Insufficient Statistical Analysis of the Dataset
Over Time

Cause: Ground-truth dataset not routinely analyzed for distribution
shifts across time, geography, or sensor configuration, masking key
differences.

Effect: Model underperforms on uncommon scenarios. Root cause
analysis delayed due to unrecognized data drift.

Mitigations: Adopt configuration-managed repositories and
structured metadata, as advocated in “Datasheets for Datasets” [13]
and “Model Cards” [14]. Integrate dataset-lineage tracking into
continuous-integration pipelines [15]. Establish formal baselines and
version identifiers for each labeled or rewarded data release, with
sign-off criteria verified through inter-annotator metrics [25, 26].

* Autonomous Vehicle Application. For the Road and Lane
model, insufficient statistical analysis of the dataset over time
resulted in several safety-relevant risks. The dataset included
samples from multiple vehicle platforms and sensor
configurations, collected across a wide range of regions and time
periods. In the absence of routine distribution analysis, subtle
shifts such as variations in lane marking styles, vehicle sensor
calibration processes, environmental conditions, or annotation
practices were not systematically identified. This lack of
visibility into temporal and geographic variation reduced the
model’s ability to generalize to less common or evolving
conditions, such as repainted construction zones or regional lane
designs. As a result, performance degradation in safety-critical
scenarios was more difficult to detect, and delayed root cause
analysis.

* Humanoid Robot Application. For a humanoid robot operating
in a warehouse, insufficient statistical analysis of the perception
dataset over time obscured shifts in human appearance and
environment configuration, such as seasonal clothing, PPE
changes, or reconfigured shelving. These unrecognized
distribution shifts increased the likelihood of false negative
human detections under occlusion, degrading proximity
estimation and delaying root cause analysis of safety-relevant
performance drops.

Failure 6: Misaligned Evaluation Metrics

Cause: Evaluation benchmarks or test data fail to capture the
operational design domain or safety-critical scenarios.

Effect: Models appear performant in offline testing but fail in rare or
hazardous conditions.

Mitigations: Perform dataset-slice analysis as recommended by
Model Cards [14]. Use coverage-guided scenario generation and
out-of-distribution detection as encouraged in ISO/PAS 8800 [10].
Establish continuous-evaluation pipelines with drift detection [15] and
post-deployment monitoring tied to severity-ranking updates in the
ML FMEA template (See Figure 1).



* Autonomous Vehicle Application. Two primary causes
contributed to evaluation misalignment for the Road and Lane
model. The first was a lack of coverage in the training and
validation datasets for rare but safety-critical lane configurations,
such as dual-turn lanes and diverging diamond interchanges.
This led to overfitting, where the model achieved high accuracy
on common cases but failed to generalize to low-frequency,
high-impact scenarios within the operational design domain.
The second cause was the use of strong regularization
techniques, including high dropout rates and extensive data
augmentation, without adequate tuning or validation protocols.
This resulted in underfitting, which manifested as poor model
performance even in nominal driving environments.

* Humanoid Robot Application. For a humanoid robot operating
in a warehouse, evaluation metrics that emphasize aggregate
detection accuracy failed to capture safety-critical scenarios
involving occluded or partially visible humans. As a result, the
perception system appeared performant in offline testing but
underperformed in rare, high-risk conditions encountered during
transport tasks, increasing the likelihood of false negative human
detections in cluttered environments.

Step 5 Discussion

Adding Step 5: Construct Ground Truth or Feedback Signal
formalizes activities that were previously implicit or fragmented
across data and model development. The experience of implementing
ML FMEA in real-world projects showed that many downstream
failures, such as poor model generalization, bias amplification, and
misinterpreted performance metrics, originated from weaknesses in
ground-truth or reward construction. By making this step explicit in
the ML pipeline, organizations can better manage annotation
consistency, reward design, and the overall integrity of the supervision
signal. This refinement strengthens the link between data quality,
learning objectives, and system-level safety, and aligns with the
process-level assurance intent of ISO/PAS 8800 [10] and ISO/IEC TR
5469 [21].

Tailored Risk Assessment Criteria

To tailor the severity, occurrence, and detection rating criteria, the
team started with the well-established rating criteria tables used in
PFMEA. While the criteria in those tables provide structured
definitions for rating risk based on the likelihood and impact of failure
modes, direct application of these tables to machine learning (ML)
workflows proved difficult. Traditional rating criteria assume
deterministic causal-and-effect relationships and physically
observable effects, whereas ML pipelines involve probabilistic
behaviors, data dependencies, and model-driven uncertainty.

To bridge this gap, the team tailored the severity, occurrence, and
detection rating criteria to the ML domain, mapping risk concepts to
the stages of the ML pipeline and to the roles of practitioners
responsible for each step. The result was a set of ML-specific rating
criteria that retained PFMEA’s familiar structure while introducing
context-appropriate criteria reflecting data quality, model robustness,
and detection timing within continuous-integration workflows.

Severity Rating Criteria

The team developed ML-specific severity rating criteria that maintains
compatibility with the traditional PFMEA criteria while addressing
ML-unique considerations (see Table 1). The table distinguishes
between customer/vehicle safety impacts and ML pipeline/process
impacts, enabling dual-perspective risk assessment.

Key refinements include:

» Explicit criteria for perception failures (e.g., “perception blind

Effect Criteria for Severity on Product Rank  Criteria for Severity on ML Process/Pipeline
Failure to Meet WAL fallu{e il d|re(}lly aﬂectstsafe vet Training data/pipeline error or model failure
cle operation, causes missed detection or false . .
Safety or Regu- N ! ; leads to safety monitor bypass or catastrophic
i) M. || CSMEem, GF 1l iy mocssmpiinge wiin |10 | ooe vt veiesied iy mreess mdl
ISO/UNECE/SAE safety regulations without Sw———— ’
ments . after incident.
warning.
et Ryt || B ML D EliEHE S GEZeln Bk ey
3 hazard is somewhat mitigated (e.g., monitor Ao PO
Safety  with q 9 training, validation, or fleet deployment. May
Warni catches but with degraded TTC). Regulatory o 5 e
/arning . . s . endanger operator/system with warning.
risk with warning.
Loss of ML-driven safety function (e.g., per- S AT . .
Loss of Pri- | ception blind spot, planner failure). Vehicle kfrs it fetraining L, 1o Gt
q 5 s L 8 asset scrapped, or line shutdown of automated
mary Function | inoperable or requires human takeover; safe data piveli
y ata pipeline.
state not
Heavily ~ De- | Function still available but safety margins re- ignificant disruption: retraining required,
graded Primary | duced (e.g., low recall, mis-planned maneu- 7 pipeline deviation, throughput drop, heavy re-
Function vers). work.
Noticeable q 5 . |
Dy i L N (G W04 GG Moderate disruption: subset of data must be
¢ critical slice). Hazards mitigated by redun- | 6 10set «
of Primary danc reprocessed or relabeled; partial rollback.
Function .
Loss of Sec- | Secondary ML function lost (e.g., L2 traffic S
ondary Func- | light misclassification). No direct safety im- | 5  100% of secondary data product must be re-
P generated offline.
tion pact.
gl E.g., rare class mislabels. Customer notices Portion of pipeline or dataset re-work re-
Secondary 3 4 G o AL .
3 degraded UX but no safety risk. quired; validation delays.
Function
Annoyance /| False positives or non-safety misclassifica- 3 Minor disruption: some re-labels or tuning
Noise tions (e.g., frequent alerts, false stops). - needed.
Minor  Issue, s . i1 s . PR .
Issue visible only to expert reviewers. Cus- Slight inconvenience in pipeline or training;
Not Customer- 4 2
e tomers do not notice. low-effort fix.
Visible |
No Effect Z‘L"Cémpac‘ on safety, performance, or compli- |y No otrect on pipeline or product.

Table 1: Severity Criteria: Product vs. ML Process Perspective

spot,” “low recall of pedestrians™)

Graduated safety margin degradation levels

* Clear delineation between primary safety functions and
comfort/convenience features

Pipeline-specific disruption metrics (e.g., “retraining halt,” “data
asset scrapped”)

Occurrence Rating Criteria

Traditional PFMEA occurrence rating criteria assume direct
correlation between cause probability and failure mode probability, an
assumption that breaks down in ML contexts. For instance, 2 percent
erroneous annotations may have unpredictable effects on model
behavior depending on data distribution and model architecture.
Instead, the ML-specific rating criteria proposed in this paper (see
Table 2) focus on requirement definition and quality control maturity.
This tailoring of the occurrence rating criteria shifts discussion from
probabilistic speculation to actionable quality management.

Detection Rating Criteria

Instead of likelihood-based detection ratings, the tailored detection
criteria (see Table 3) emphasizes detection timing and automation
level across three pipeline segments:

1. Data Pipeline Detection: Distinguishes between data producer
and consumer detection capabilities

Effect Criteria Rank

Model performance requirements are undefined and/or model perfor-
mance checks are not available.

High _OR- 8-10

Data quality requirements are undefined and/or data quality checks are
not available.

Model performance requirements are partially known and/or model per-
formance checks are partially available.

—OR-
Medium Data quality requirements are partially known and/or data quality 4-7
checks are partially available.
—OR-

Data quality requirements are known and data quality checks determine
x% of data fails. (Refer to severity table.)

Model performance requirements are known and model performance
checks are available.

—OR-
Data quality requirements are known and data quality checks are avail-
able.

Table 2: Occurrence Criteria: Availability of Requirements and Checks



ML Pipeline Containment Criteria Rank

Detection after data is consumed
ey High: Human-in-the-loop quality check
performed by Data Analyst or ML Engineer

Detection after model is consumed

Detection after deployed model is consumed

Detection after data is consumed

Detection after model is consumed Medium: Automated quality check 9

Detection after deployed model is consumed

Detection before data is consumed
_OR-

High: Data Consumer performs

Detection before model is consumed | 7-8
_OR_ human-in-the-loop check
Detection before deployed model is consumed
Detection before data is consumed
== Giriiie DDt 3 e ; el
Derechone ot hconsnmed Medium: Data Consu:;]zrcises automated quality 5.6
Detection before deployed model is consumed
Detection before data is consumed
Detection before model is consumed Medium.: Data Producer_performs 34
_OR- human-in-the-loop quality check
Detection before deployed model is consumed
Detection before data is consumed
B sttt Bl mrealal fs EEramedl Low: Data Producer uses automated quality 12

check

Detection before deployed model is consumed

Table 3: Detection Risk Assessment Table — For Data, Model, and Deployed
Model Steps. ML pipeline containment ranking based on timing of detection

and role (data producer vs. consumer, human vs. automated).

2. Model Development Detection: Separates pre- and post-training
detection opportunities

3. Deployment Detection: Addresses run-time monitoring and
rollback capabilities

For each segment, rating criteria are defined to account for the
following factors:

* Detection timing (before/after consumption or deployment)
* Detection method (automated vs. human-in-the-loop)
* Detection ownership (producer vs. consumer responsibility)

Summary

The updated rating criteria tables resonated well with both ML
developers and safety engineers. Practitioners found the structure
intuitive and the terminology accessible and directly relevant to their
daily work. The tables prompted constructive discussion across
disciplines, guiding teams toward the right questions for each pipeline
stage or segment. By maintaining continuity with traditional PEMEA
conventions while embedding ML-specific reasoning, the tailored
rating criteria provided a shared risk vocabulary that improved
communication, consistency, and traceability between technical and
safety teams.

Safety Standard Alignment

Following guidance common across safety standards the ML FMEA
sits within an ecosystem of analysis methods. The standards prescribe
analysis methods for the purposes of crafting systematic safety
requirements. Methods include inductive, deductive, and exploratory
analyses to comprehensively cover hazards and their mitigations. The
ML FMEA is then one such tool that approaches safety requirement
generation from a ML process perspective.

Alignment with ISO/PAS 8800

ISO/PAS 8800 describes systematic safety analysis for Al elements.
This covers design, implementation and operational aspects, as well
as a specific focus on data used by ML algorithms/models. In general,

the standard outlines the types of techniques that can be used but
provides limited guidance on the specific tools and their applications.
The ML FMEA directly addresses this gap by:

Providing the “Safety analysis at the process level”
recommended in the standard, particularly the use of PEMEA in
sections 11.4.3.1, 12.3.5, 14.8.1, 15.4

Establishing traceability between ML development activities and
safety requirements

* Documenting engineering rigor through systematic safety risk
assessment

Creating auditable evidence of best practice implementation

Alignment with UL 4600

UL 4600 requires comprehensive safety arguments for autonomous
systems. ML FMEA artifacts directly support multiple argument
patterns:

1. Data Quality Arguments: ML FMEA rows addressing data
collection, validation, and preprocessing provide evidence for
UL 4600 Section 8.5.3 requirements

2. Robustness Arguments: Failure modes related to distribution
shift and environmental variation support Section 8.5.2.2 claims

3. Verification and Validation Process Arguments: The complete
ML FMEA demonstrates a systematic hazard analysis as
required by Section 8.5.2.1

Our work developing the ML FMEA method is also informing
evidentiary processes that support the Open Autonomy Safety Case
(OASC) [33]. The OASC represents a non-normative safety case that
supports systematic assessment of UL 4600 conformance as well as
the reporting of AVSC core safety information [34]. Results of ML
FMEA support evidence sufficiency claims in OASC regarding
effective hazard analysis of ML-driven behaviors as well as the rigor
with which ML models or algorithms are developed.

Alignment with ISO 21448

The ML FMEA method directly addresses SOTIF [31] requirements
for identifying functional insufficiencies by:

Systematically analyzing “specification of machine learning”

insufficiencies

Systematically analyzing triggering conditions in the “data used

for ML training and testing”

* Documenting “measurement data for machine learning” quality
issues

* Supporting “off-line training process’ analysis as specified in

Annex D

Alignment with ISO/IEC TR 5469

ISO/IEC TR 5469:2024 [21] is an industry-agnostic standard that
provides guidance for establishing trustworthy Al systems by
mapping key Al lifecycle stages to applicable international standards.
Section 11.5.3 proposes the use of a PEMEA approach to analyze and
eliminate possible sources of bias and limitations within the offline
training process and the ML FMEA could be used to perform this
analysis. Future standards such as ISO 22440 may more broadly
examine ML/AI applications and as such apply this method more
prescriptively.

Applicability Across Industrial Challenges

This section outlines key ML safety challenges across several
industries and demonstrates how the ML FMEA method addresses
them.



Automotive and Mobility

The number of autonomous vehicles and consumer-facing assistive
driving features that depend on ML or Al as part of their core control
function is growing rapidly. For example, perception systems in
autonomous vehicles depend heavily on learned models to identify
nearby objects such as pedestrians, cyclists, or other vehicles. Other
applications of ML and Al appear in prediction, planning,
localization, equipment monitoring, and fleet routing aspects of these
systems. Similar trends exist in the growing “micro-mobility” where
small-scale (usually passenger-less) vehicles are employing ML to
navigate more constrained problem spaces, such as food delivery,
sanitation, or security monitoring.

Broadly speaking, these systems have significant risk profiles. Some
applications, such as robotaxis operating with human passengers in
urban areas, can have very high consequences for failure, including
fatalities. For instance, in 2018 a pedestrian crossing the road at
nighttime while walking beside their bicycle, was struck by an
autonomous vehicle (supervised by human operator) [35]; other
similarly high consequence events have occurred since [36] [37].

Given the rapidly growing dependence on ML in automotive systems,
there is an urgent need to apply systematic methods, such as the ML
FMEA method, to the development of these systems. Towards
addressing this need, the following are two examples of unique
challenges in automotive and mobility applications that can be
addressed using the ML FMEA method. These examples illustrate the
broad applicability of the ML FMEA method to address various types
of Al or ML challenges that might be encountered in automotive and
mobility applications.

1. Challenge: Diversity in Operating Domains Automotive
technology operates in an incredibly diverse operating domain,
ranging from remote and rural roads in winter conditions, to
mountainous highways, to busy urban centers at nighttime. Even
within one of these operating domains, the amount of variability
in operating conditions is vast. The ML models used for
perception must have been trained on incredibly diverse data
sets. This is addressed by failure modes related to the ML
FMEA’s Request Data (Step 1) and Collect Data (Step 2) [1].
For example, the potential failure mode of incorrect
prioritization of data collection requests can lead to biased
models (e.g., prioritizing “sunny day” camera data when
operations at nighttime are also desired). The recommended
mitigation for this failure mode is to engage experts from
cross-functional teams as part of the data requesting process.

2. Challenge: Evolving Operating Domains Busy highway or
urban settings are subject to regular changes that might impact
an ML model’s ability to correctly detect essential objects. Even
something a subtle as changes to clothing worn by
sub-populations of pedestrians or cyclists might impact a
perception system’s ability to correctly identify them. Suppose
that a popular outdoor equipment retailer releases a new line of
cycling jackets with extra reflective material that impacts
camera-based perception systems. This challenge is addressed in
the Ingest Data (Step 3) step of the ML FMEA method by the
potential failure mode of delays in data ingestion leading to out
of date models. Similarly, the Request Data (Step 1) and Collect
Data (Step 2) steps might also help address this challenge.

Aerospace and Defense

FMEA is a proven, recognized analysis technique for MIL-STD-882E
[38] system safety programs. However, system-safety practitioners
rarely have the expertise in Al necessary to evaluate ML-relevant
failure modes effectively. The contributions of the ML FMEA team
therefore represent a helpful bridge between expertise in these two
domains.

ML-specific failure modes trace directly into a MIL-STD-882E
program. Use them to seed the Preliminary Hazard List (Task 201)
and to inform the Functional Hazard Analysis (Task 208), where
affected functions are classified and safety-critical functions
identified, and then carry them forward into the System Hazard
Analysis (Task 205). Convert the ML FMEA’s severity/occurrence
ratings into the standard’s severity categories and probability levels to
produce risk assessments, and record each hazard, causal factor,
mitigation, V&V method, and risk acceptance in the program’s
closed-loop Hazard Tracking System (Task 106) while working
through the MIL-STD-882E eight-element system-safety process.
MIL-STD-882E explicitly integrates software system safety into
PHA/SSHA/SHA/FHA, so ML FMEA becomes a disciplined input to
those analyses and the overall safety case. We reference the ML
FMEA in the System Safety Program Plan (Task 102) and Hazard
Management Plan (Task 103), and roll updates into the Hazard
Management Progress Report (Task 107); all consistent with the
MIL-STD-882E direction that other engineering disciplines may
adapt the methodology while still complying with Sections 4.3—4.4.

The authors are presently deploying ML FMEA research outputs to

multiple uncrewed ground vehicle programs for the US Army and is
educating test and evaluation centers on how they can inform safety
assessment reports and risk acceptance decisions.

Humanoid and Industrial Robotics

The humanoid and industrial robotics sectors increasingly rely on
machine learning (ML) for advanced perception, control, and
human-machine interaction capabilities. In environments ranging
from manufacturing floors to warehouse automation systems, ML is
now used for tasks such as human detection, intent inference, grasp
planning, and dynamic motion adaptation. As use cases shift from
fenced-off, pre-programmed manipulators toward collaborative robots
(cobots), mobile platforms, and general-purpose humanoids, safety
requirements evolve as well. The transition to learning-enabled
systems introduces probabilistic behaviors, opaque policies, and
heavy reliance on training data, all of which require more structured
risk assessment approaches.

A particularly pressing challenge in these domains is ensuring the
safety of human-robot interaction. ML-based perception systems are
often tasked with detecting human presence, estimating body pose,
and predicting trajectories to ensure the robot can plan and execute
motions without violating proximity thresholds or causing harm.
Additionally, reinforcement learning is increasingly used to train
control policies for complex locomotion and manipulation tasks in
humanoid platforms. These policies may meet nominal task
performance goals in simulation, yet exhibit unsafe behavior when
transferred to the real world, especially in the presence of sensor
noise, distributional shifts, or misaligned reward signals.

Given these challenges, the ML FMEA method has proven
particularly useful in industrial contexts for identifying and mitigating
high-risk failure modes associated with perception, control, and policy
training workflows. Below, we highlight several specific examples.

1. Challenge: Robust Human Detection in Unstructured
Environments Unlike automotive scenarios where pedestrians
are typically external to the vehicle, many industrial robotics
applications require robots to operate in close proximity with
humans—often within arm’s reach. ML-based vision or LIDAR
systems are used to detect human workers for dynamic speed
and separation monitoring (DSSM) as prescribed in ISO 10218
and ISO/TS 15066. However, these detectors may fail in
low-light conditions, due to occlusion, or when encountering
uncommon clothing, body postures, or reflective gear. These
concerns are directly addressed through the ML FMEA’s Collect
Data (Step 2) and Construct Ground Truth (Step 5) steps. For
instance, failure modes such as insufficient representation of



worker diversity (e.g., PPE variations, body shapes, or poses) or
systematic annotation bias (e.g., labeling seated workers as
background) can be identified early. Mitigations include targeted
data augmentation, synthetic data generation, or stricter labeling
QA policies, all of which can be documented and tracked using
the ML FMEA template[3] (See Figure 1).

2. Challenge: Unsafe Emergent Behavior in RL Control
Policies RL is a popular approach for developing complex
motion policies for humanoids and mobile manipulators,
especially in environments that require fine-grained balance,
reactive adjustments, or long-horizon decision making.
However, such policies are often learned in simulation and
transferred to physical systems via sim-to-real pipelines.
Without structured failure analysis, this approach risks
producing brittle or unsafe behaviors—e.g., high-speed joint
movements, unsafe contact forces, or reward hacking behaviors
that exploit loopholes in the reward function. These risks are
captured in Step 5 Construct Ground Truth or Feedback Signal
and Step 7 Train Model stages of the ML FMEA. Common
failure modes include poorly specified or non-aligned reward
objectives, unsafe policy generalization, and insufficient runtime
safety constraints. The ML FMEA allows teams to flag these
issues preemptively, define test-time safety filters (e.g., joint
velocity caps, safety shields), and improve reward validation
workflows. Severity scoring in such cases draws directly from
the robot’s physical operating envelope and potential harm to
nearby humans.

3. Challenge: Continuous Integration of Learned Policies into
Legacy Safety Envelopes Industrial robots often operate within
safety-certified control frameworks governed by PLCs,
fieldbuses, and configurable safety monitors. Introducing
learned components into this stack—such as ML-based vision or
RL-based motion planners—requires maintaining compatibility
with deterministic control paths and preserving the validity of
existing safety cases. The ML FMEA’s Step Zero (Define Scope)
becomes particularly critical in this context, as it ensures the
roles, interfaces, and boundaries of ML components are clearly
documented. Teams performing hazard analysis on the
encompassing system can use the ML FMEA outputs to trace
how learned behaviors may affect legacy safe states or require
new monitoring channels (e.g., override triggers based on
classifier confidence scores or model uncertainty estimates).

These examples underscore the utility of the ML FMEA method in
identifying failure modes that arise uniquely from ML-driven control
and perception workflows in industrial settings. By providing a
structured framework to bridge ML development and safety analysis,
the method supports proactive risk mitigation, cross-disciplinary
alignment, and compliance with functional safety standards (e.g., ISO
13849, IEC 62061). Given the increasing adoption of
learning-enabled robots in shared human environments, the
integration of tools like the ML FMEA is essential for ensuring trust,
safety, and auditability in these systems.

Discussion: Team Reflections

ML Development Team Perspectives

ML practitioners reported that the ML FMEA process brought new
structure and visibility to their workflows, revealing relationships
between data quality, model behavior, and safety outcomes that were
previously implicit or untracked. Key benefits included:

* Unified Risk Repository: “Having data and model failure
modes in one database is highly beneficial. The connection to
safety metrics was enlightening. We had no similar tool
providing this visibility.” The integration of data- and
model-level risks into a single framework allowed ML teams to
trace how upstream data issues could propagate into model
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behavior and ultimately affect system safety. This unified view
encouraged proactive coordination between data engineers, ML
scientists, and safety assessors.

* Systematic Communication: “The ML FMEA provides a
structured way to explain our approach to safety assessors and
auditors.” The team found that the structured template [3](see
Figure 1) and scoring tables served as a common language for
cross-disciplinary discussions, reducing ambiguity when
describing model risks to non-ML experts. The FMEA
framework effectively bridged the gap between development
documentation and formal safety case evidence.

« Efficiency Gains: “After prioritizing RPNs, we could see how
one solution might address multiple failure modes
simultaneously, saving significant time and effort.” By analyzing
correlations among failure modes, teams identified mitigation
strategies with cross-cutting benefits such as improved labeling
workflows or enhanced data validation. These strategies reduced
overall engineering effort while increasing safety assurance
coverage.

Practitioners also proposed several enhancements to improve usability
and scalability. A recurring theme was the need for visualization tools
to support large-scale analyses. Teams suggested dashboard
visualizations that highlight “problem steps” in the pipeline, as well as
graph-based representations showing how failure modes propagate
across data, model, and deployment stages. Another desired feature
was hierarchical handling of nested complexity, allowing sub-steps or
component-level FMEAS to be linked within the broader pipeline
model. These refinements would make it easier to apply the

ML FMEA method across multiple models and continuously evolving
pipelines.

Safety Engineering Perspectives

Safety engineers expressed strong enthusiasm for the method, noting
that it fostered unprecedented engagement from ML development
teams in the safety dialogue. Key insights included:

* Role Clarity: Safety engineers naturally gravitate toward
severity assessment, which requires system-level understanding
of potential hazards and impacts, whereas ML developers excel
at assessing occurrence and detection, drawing on their detailed
pipeline knowledge. This division of expertise improved both
the accuracy and efficiency of risk scoring.

* Communication Bridge: “The ML FMEA provided a
structured framework for safety experts to ask the right
questions of development teams.” The tabular format and shared
terminology enabled safety reviewers to probe data assumptions,
training procedures, and model limitations in a structured and
non-adversarial manner. This promoted a culture of shared
ownership over safety rather than siloed accountability.

* Conceptual Challenges: The distinction between severity,
occurrence, and detection often blurred in ML contexts,
particularly when evaluating probabilistic or adaptive behaviors.
Facilitators found that additional guidance and calibration
examples—such as those developed in the refined rating
tables—were essential for ensuring consistent interpretation
across projects.

Summary of Team Reflections

Overall, both ML developers and safety engineers reported that the
ML FMEA served not only as a beneficial technical analysis tool but
also as a cross-functional learning mechanism. The process of
performing the ML FMEA analysis encouraged mutual understanding
between disciplines and revealed new pathways for integrating safety
thinking directly into ML development practices.



Conclusion

The open source Machine Learning Failure Mode and Effects
Analysis (ML FMEA) has advanced from a conceptual framework
into a practical, standards-aligned methodology for managing risk in
machine learning development. Through iterative application and
cross-industry feedback, the method has matured to address both
technical and organizational needs in safety-critical domains. One
autonomous vehicles and one humanoid robot application are used to
highlight the application and benefits of the methods.

Two major structural refinements mark this evolution. Step Zero
establishes problem definition, system boundaries, and preliminary
hazard analysis before ML development begins, ensuring that
subsequent risk assessments are grounded in system-level context.
Step 5: Construct Ground Truth or Feedback Signal captures risks
unique to supervised and reinforcement learning, providing structured
mitigation for issues such as annotation bias, reward misalignment,
and feedback signal corruption. Together, these additions close
methodological gaps identified during early deployments and
strengthens traceability between ML process quality and system
safety outcomes.

The tailored severity, occurrence, and detection rating tables provide
more relevant guidance in scoring risk. Not only does this guidance
improve consistency in risk scoring, it also aligns ML FMEA
assessments with established safety engineering principles. These
refinements, along with demonstrated compatibility with ISO/PAS
8800, ISO 21448 (SOTIF), UL 4600, and MIL-STD-882E, establish a
clear pathway for integrating ML FMEA results into formal safety
cases. The ML FMEA also supports evidence generation for the Open
Autonomy Safety Case (OASC) framework, reinforcing its role as a
complementary tool for safety argumentation and regulatory
documentation.

Beyond its technical rigor, the ML FMEA continues to demonstrate
value as a shared language between ML practitioners and safety
engineers. By providing a structured process, standardized
terminology, and auditable artifacts, it promotes collaboration across
disciplines that have traditionally worked in isolation. This
communication bridge has proven to be one of the most impactful
outcomes of the method’s adoption.

Ongoing collaboration through the ML FMEA Collaborative[4] and
the open-source ML FMEA template[3] ensures that the methodology
remains current, transparent, and adaptable across domains. The
collective experiences captured in this work (i.e., methodological
enhancements, standards integration, and practical application)
demonstrate a clear and achievable path toward widespread use of the
ML FMEA as a foundational tool for ensuring the safety of machine
learning systems. The authors feel that the approach is now ready for
application across industries employing machine learning in safety
critical applications including including automotive, robotics,
healthcare, aerospace, and defense.
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